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Abstract

Even in statically typed languages it is useful to have certain invari-
ants checked dynamically. Findler and Felleisen gave an algorithm
for dynamically checking expressive higher-order types called con-
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raises an exception when an intended program invariant is violated.
While these mechanisms enable people to program defensively in
an ad-hoc manner, they are an inappropriate basis for designing,

implementing, and composing program components.

tracts. If we postulate soundness (in the sense that whenever a ternfrindler and Felleisen introduced the notionawtracts[9] as a

is accused of violating its contract it really does fail to satisfy it),

more systematic way of expressing and monitoring runtime invari-

then their algorithm implies a semantics for contracts. Unfortu- ants. Contracts are a form of types too expressive for static verifica-
nately, the implicit nature of the resulting model makes it rather tion, but animplementation such as the DrScheme system [8, 5] can
unwieldy. provide a meaningful way of checking contracts dynamically. The
contract checker automatically raises exceptions calbedract ex-

In this paper we demonstrate that a direct approach yields es- tions

sentially the same semantics without having to refer to contract- “€P
checking in its definition. The so-defined model largely coincides Once an exception indicates the violation of an intended invariant
with intuition, but it does expose some peculiarities in its inter- one would like to identify the part of the program (tmedulg that
pretation ofpredicate contractsvhere a notion ofafety(which is actually in error. Thus, a raised contract exception should blame a
we define in the paper) “leaks” into the semantics of Findler and specific contract declaration. To be somewhat more concrete, con-
Felleisen’s originalinrestrictedoredicate contracts. sider a program of the form

This counter-intuitive aspect of the semantics can be avoided by
changing the language, replacing unrestricted predicate contracts ) . . .
with a restricted version. The corresponding loss in expressive Where eachy is a closed contract expression acting asititerface

power can be recovered by also providing a way of explicitly ex- Of module ¢ Findler and Felleisen give an algorithm for assign-

pressing safety as a contract—either in ad-hoc fashion or, e.g., byi"g blame to one of the in the case when a contract exception is
including general recursive contracts. raised. Intuitively, this means thgtdoes not satisfy contratt but

the concept of contract satisfaction had not actually been defined
formally. Still, we can view the algorithm amplying a seman-

tics of contracts. In particular, we can sagatisfies unless there

is some program for which the algorithm claims otherwise. More
formally, let [[t]rr be the set of values that the Findler-Felleisen
contract checking algorithm cannot blame for violating

letxg:ty=erin...letxy:th=¢enin Xn
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. It is important to show that the Findler-Felleisen algorithm is cor-
1 Introduction rect. This means that when the algorithm blames a contract decla-
Static types can serve as a powerful tool for expressing program ration, that contract declaration is actually wrorgllrr as infor-
invariants that a compiler can verify. Yet, many invariants a com- mally defined above makes correctness vacuously true, because a
piler cannot enforce. It is therefore useful to allow for dynamic declaration is “wrong” by definition if the algorithm blames it. A
checks of runtime properties of programs, regard|ess of whether more meaningful notion of correctness must be based on an inde-
the language is statically typed or not. Many languages have mech-pendent definition of the meaning of contracts, preferably defined
anisms for reporting abnormal situations that arise at runtime. For in & mostly compositional manner, for example the one we give in
example, in the ML programming language [13, 12] one typically this paper.

A compositional semantics is desirable because the structure of
[-Ter is not at all obvious. With just the informal definition given
above, an answer to the question “Daesatisfyt?” is difficult
because it requires considerationadif possible contexts foe. In-
deed, some aspects pflrr do turn out to be counterintuitive. An
Permission to make digital or hard copies of all or part of this work for personal or IMPOrtant part of the Findler-Felleisen contract languagepeee-
classroom use is granted without fee provided that copies are not made o distributed icate contracts here written(¢), which are checked by applying
for profit or commercial advantage and that copies bear this notice and the full citation thejr predicatep to the value in question. An exception is raised
on the first page. To copy otherwise, to republish, to post on servers or to redistribute it tha result is not true. In particular, checkiriyx.1), where the
to lists, requires prior specific permission and/or a fee. . . . .
predicate is always true, is a no-op. One might exeeetyvalue

ICFP’04, September 19-21, 2004, Snowbird, Utah, USA. 4 g : >
Copyright 2004 ACM 1-58113-905-5/04/0009 ...$5.00 to satisfy (Ax.1) and, consequently, the identity functidmx.x to
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Figure 3. Translation from external to internal language.

satisfy (int — int) — (Ax.1). (Every legal argument would be a
legal result.) But DrScheme disagrees. When evaluating the fol-
lowing example (translated to Scheme) in DrScheme, the idehtity

is blamed for violatingint — int) — (Ax.1):
let f : (int — int) — (Ax.1) = Ay.yin
((f Az2) Aw.w)
We account for this effect by interpretif@x.1) as the set ofafe

values (see Section 2.9). Not all values satisfying-nnt are safe,
justifying the claim that the identity violategnt — int) — (Ax.1).

termsey,...,g_1 and some such that running the algorithm on
letxg ity =g in ...
letx_1:ti_1=g_11In
letx:t=einp
results ine being blamed. Completeness relative [ty can be
stated a¥'t.[t] 2 [t]rr. Soundness and completeness together im-
ply [ = [-]rr
The remainder of this paper is organized as follows:

In Section 2 we formally introduce our term- and contract-

As a non-trivial theorem we prove that the Findler-Felleisen algo- |anguages together with a corresponding operational semantics of
rithm is sound and complete with respect to our semantics. Sound-terms and an interpretatidf]] for contracts as sets of values. We
ness and completeness together mean that this semantics is equivayso give several definitions afafety—a concept central to this

lentto[-Jrg.

For a given interpretatiorf-] of contracts, we call the contract
checking algorithm sound if blame on a mod@eis explained
by the fact thatg violates one of it contract interfaces. df is
closed this says that its evaluation result (writffg1]) is not in
[ti]. If & contains free references to variabbgs(with j <) it
means that there are valuese [t1]],...,vi_1 € [{ti_1]] such that
a[v,-/x,-}j:lmif1 produces a result that is not f].> Soundness

relative to[-] can be stated &#&.[t]] C [t]rr

paper—and prove them pairwise equivalent. In Section 3 we state
the central lemma and use it to sketch the proof of soundnegs for
The next two sections are devoted to proofs of the central lemma:
in Section 4 we take a step back and prove it in a setting that as-
sumes all predicates in contracts to be total. This simplification al-
lows us to show the main idea of the proof without getting bogged
down in details of dealing with contracts that have effects. It also
allows us to prove thdt]] is maximal and therefore coincides with
[-Jrr. Section 5 then proves soundness (but not completeness) in
the general case where predicates in contracts may diverge. Before

Conversely,. we say that the algorithm is complete With respect to we conclude in Section 7 we take a brief excursion and discuss the
the semantics if the contract checker can detect every interface vi-addition of recursive contracts in Section 6. Recursive types have

olation in at least one context. Concretely,ddtave free variables
X1,...,X_1. If there are valuesq,...,vi_1 satisfyingty,... tji_1
such that the result aflv; /x,—]jzlmif1 is not in[t]], then there are

1As usual, we writeA[B/x] for the termA’ obtained fromA by
substitutingB in a capture-free manner for all free occurrences of
in A.

various practical applications, for example, the encoding of object
types [2], but we also find that they provide yet another angle from
which to understand the notion of safety that is so central to our
proofs and our results.



2 The formal setting the context. If evidence fa violatingt is found, then excep-
tion ¢ is raised. Similarly, when it is detected that the context

We consider programs at two different language levels: an ex- : : h ; . -
prog guag tries to usee in a way that is not consistent with then&’ is

ternal and an internal orfe. The former can be thought of as a

: . raised.
syntactically-sugared refinement of the latter. ¢ The one-armed conditiona % e, evaluates to the value ef
2.1 Syntax if e; evaluates to true. &, does not evaluate to true, thén
. ) . is raised. (This form was added to make it easier to state the
At their core, both external and internal languages (see Figures 1 operational semantics of predicate contract wrappers.)

and 2) consist of untyped-calculi with constants. As usual, there
are variables,y,... € Var, A-abstractions\x.e, and applications
(e1 &). For simplicity we restrict ourselves to integer constants
0,1,... € | and some primitive operations like (addition) or>
(comparison) over such integers. (In examples we often use in-2 2 From external to internal syntax

fix notation for those.) For boolean values we use the convention: _ ) . .
1 = true, everything eise- false Figure 3 shows the “de-sugaring” translation from external to in-

. ternal syntax. The idea is to arrange ot to be raised when the
Either language makes use of a sub-language of contract expresgontract checker finds evidence ot respecting its contracts.
sions consisting of infthe contract satisfied by all integer values);
dependent function contracts Xty (satisfied by functions that
take valuew satisfyingt; to values satisfyintp[v/x]) and their non-

There is nolet-form in the internal language. Instead, module
boundaries and the contracts governing their interfaces are ex-
pressed using wrapped terms and function application.

There are three ways in which a modefeof the external language
can fail to respect its contracts:

dependent special cage— to; the contract safef safe values; and 1. Its value might not satisfy its export interfage _
restricted predicate contracs @) (satisfied by values also satis- 2. It might try to usex; (wherex; is one of its free variables) in
fying t such thatpapplied tovyields true). The unrestricted version away that is not consistent with the import mterfaﬁ;g _

of predicate contract&p) shown in the introduction is not explicitly 3. Itmight use one of the language’s primitive operations incor-
part of our languages and should be thought of as an abbreviation ~ rectly’ (trying to apply an integer, passing a non-integer or the
for the operationally equivalerisafe @). wrong number of arguments to one of the built-in operations).

The translation from external to internal language reflects this clas-

External: Programs in external form are closed terms g S
= sification: contract exception' appears

1 L 1€ £ . i L
letxy:ty =ejin...letx, :ty =e;in X, 1. in Wf’T which is wrapped around usesxf

where thee® are individual modules bound to “module identifiers” 2. in ‘Wthi"E which is wrapped around usesxqfwithin €,

xi. The module interface & is governed by contra¢?. The scope 3. and as an annotation on every application and built-in opera-
of eachlet-boundx; consists of everything to the right ef (i.e., tion within the translation o®.

qepl,....,q‘ﬁ,xn). Predicates in predicate contracts within thare The translator is given in three partg:¥(e®;I") annotates appli-
taken from the expression language. 3

] cations and primitive operations withigf with exceptioné and
Module interfaces are the only place where contract expresgions replaces free occurrences of variables bound iwith wrapped
can appear. Moreover, without loss of generality we require each yersjons of these variables! (t€) translates external contracts to

fSUCeh contractf to be closed. (The effect of a free OCgU”?”C‘*Pf internal ones;CP(p;I") translatedet-expressions. Environments
in §* can be simulated by abstracting fromin both & (using) I are used to mafet-bound module identifiers to their respective
and int® (using a dependent function contract).) module exceptions and translated contracts. Thus, a closed external
Internal : The internal language makes pervasive use of contract Programp is translated using’®(p; 0).

. 1 2 “ H ” . .
exceptionsT~, T<,... as well as the “pseudo-exception”. When The statement of our central lemma (Lemma 5) requires that predi-

an exceptionT" is raised the entire program immediately termi-  cates within contracts do not raise contract exceptions of their own.
nates, producing ' as the final result. Raising, however, causes  Thjs property, formally captured by the notionszfe contractsis
the program to diverge. (We useas a technical device to make  gyaranteed in part by the fact that(-) never inserts wrapper ex-
characterization and construction of “safe” expressions easier.) pressions while artificially using. for all language contracts (ap-
One use of exceptions is to signal violationdariguage contracts ~ plications and primitive operations), thus sending the program into
applications of non-functions or ill-typed (i.e., non-integer in our an infinite loop—as opposed to having it raise an unaccounted-for
case) arguments to primitive operations. For this, they appear ascontract exception—should a predicate violate one of these.
annotations on all applicatiorfs; ez); and on all primitive opera- | a practical implementation it makes sense to use a separate
tions fz(ey, ... 6.3 Teontractinstead of L for this purpose, effe(t:tivtely putting contracts
There are also two additional expression forms: on contract predicates. To account fof™¢, most of the defi-
, nitions and proofs in this paper would have to be adjusted, making

o WrappedexpressiOns(‘WtE £ €) represenmodule contracts  them superficially (but not intrinsically) more complicated. Since

and are at the heart of contract checking. They act as guardsthe increased complexity does not pay off, we do not explore this

looking for evidence of violations of contracby eithere or direction here.

2| practice there often will be a third level: a statically typed 2-3 Core semantics
surface language Here we assume that static types—if origi- e follow Felleisen and Hieb [6] and make useevluation con-
nally present—have been checked and erased. Appendix B brieflytextsto specify the operational semantics of the internal language
touches upon the likely interaction between static types and con- (see Figure 4). Every closed expressia E that is not a value
tracts. In general it suffices to assume a dynamically typed setting.
3A static type system can often eliminate the need for language ~ “One can think of this as having contract wrappers on those
contracts, but we do not make this assumption here. primitive operations (and even implement it that way).
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Figure 4. Operational semantics of the internal language.

v eV has a unique decomposition into an evaluation corextCe
and a curreny-redexe’ € E; we write e = ce{€'} for this. Eval-
uation proceeds by repeatedly replacing the current redex with its

applies: the wrapper constructs a function that first accepts an argu-
menty and wraps it using contratt, then applies to the wrapped
y, and finally wraps the result using contragtwhere (a wrapped

corresponding 1-step reduction until a value is reached or a contractversion of) the original argumegthas been substituted far The

exception is raised.

Evaluation immediately terminates with a non-value result bff
the contract exceptiomn! gets raised at any point during evaluation.
Raising the pseudo-exceptidnis modeled by replacing the current
redex with an infinite loop.

Evaluation ofe either diverges or produces a regu(either inV or
someT!) afterk steps. The latter fact is expressed by the relation
ell,r. The valuation functiorf{-] from closed expressions to results
is defined as follows:

elyr =[] =r (vk,r.=(edyr)) = [e] = L

It is easy to check that the full set of rules given here is exhaustive.
This means that there are no “stuck terms” in the internal language.

The meaning of built-in primitives is assumed to be given by the
semantic functiord.

2.4 Contract checking

The heart of the contract checker is the set of rules dealing with

the case when the current redex is a wrapped expreeﬂzténE V).

These rules are directed by the syntax of the contrattt is safe

then the wrapper acts as an identity functiont i§ int, then the
wrapper checks for being an integer, raisingif it is not.

If t is a (potentially dependent) function contracts tp, thenv is
first checked for being a-term. If that is the case, then rufé)

SNotice thate = ce{€’} ande’ — €’ does not imply that substi-
tuting €’ for {-} in ce has the fornte{€’} since in generad” is not
the next current redex. For this reason we use the notagief|
when substituting into the hole of an evaluation context (just like
we do when substituting into the hole of a general context).

original exception superscripts appear in reversed order in the argu-
ment wrapper—a detail that is a crucial aspect of Findler-Felleisen-
style contract checking since it reflects the role reversal between the
producer of a value and its context. Such role reversals take place at
the domain part of function contracts, the intuition behind it being
that a valuef acts as the context of any arguments tha applied

to, whereas the context df is supplying these argument values.
Formally, the rule follows the standard construction for projections.
Indeed, contract wrappers are idempotent, so we can view them as
retractions

If t is a restricted predicate contrgtt @), thenv is wrapped using
t’ and checked for satisfying the predicate

When an arbitrary value “meets” predicate code (which happens
when a predicate is applied woor whenv is substituted into a de-
pendent type)y gets wrapped with a special wrapper where the ex-
ception dedicated to blaming the context (i.e., the predicate code) is
L. This technical device is part of our effort of maintainisafety

of contracts As hinted in Section 2.2, a practical implementation
should use some°""aCtinstead ofL.

We give an operational semantics to external programs by way of
their translation intdE. Thus, [p]® is defined to be the same as
[CP(p:0)].

In the following examples, it is instructive to verify how the rule

8Unfortunately, the corresponding retracts do not coincide with
the interpretation of contracts that we would like to use, which is
why we have not pursued this direction here (but elsewhere [7]). For
example, we wankx.x : int — int to be true, but no term equivalent

o ; 33
to Ax.xis in the image of[;" i, for any¢,&’.



) higher-order types. Membership[ja — t2]] is, however, by Rice’s
et < [e]etfu{l} theorem [14] undecidable! The trick used by the Findler-Felleisen
algorithm is to give up on this unattainable goal and settle for less.

ling] = {01..} When a runtime error is generated, the contract checker reports that
[safg = Safe a certain claim of the formv : t is false. However, even the ability
It 5t] = {Ave|vwe [u]-ev/yl:tav/x} to do that might come as a bit of a surprise since it seems to re-
[tAxe)] = {vel[t]|[elv/x] e {1.L}} quire being able to verify claims of the form: t; — t, after all.
In particular, consider proving that(f : (t1 — tp) — t3). This re-
e = [ quires showing the existence of a witnessuch thatv:t; — t»
and—((f v) : t3). As pointed out before, we generally cannot know
Figure 5. Semantics of contracts. whether somey satisfiest; — t,. What we do know, however, is

that even ifv was not int; — t, at the timef got blamed for not
being in (t — t2) — t3 this fact had not yet been found out. In
other words, the argumentof f has so far behaved like a value in

t1 — to. The idea behind the soundness proof is to show that there

marked(t) in Figure 4 produces the results in cases (2) and (3):

(W | T2 ) is someV that in this particular context acts just likebut which
L, Int—int =7 = actuallydoessatisfyt; — t,. The construction of/ is one of the
(Wi XD AYy) 4 T @ technical difficulties of the soundness proof.
172 L look mples: Fir nd for th ntr
((Wﬁjm MAYX2) T2 @®) et us look at two examples: First, ligtstand for the contract
(W e x+ DD b 2 (4) int = ({int; Ax.x < i) — (int; Ax.x > 0))

in the program fragment:

2.5 Semantic equivalence let xg :t; = Ai. Ak k—i in let xp : int = ((x1 4) 3) in X2

We writee= € to say thaeande’ aresemantically equivalente., This code will fail at runtime and report a contract violation. The ar-

that there is no context € C that could distinguish between the  gyments to, pass their respective tests while the return value does

two: not, so the contract checker produdel accusingq for breaking
([cle]] € [int uX v [ce]] € [intfuX) = [c€]] = [c[€] t;. This is correct because the argumentgjt@onstitute acoun-

terexampldo x; : tj.

i od < <t/ b . .
We will also use the notatiod < efore & cE (ort <t’fort,t’ ¢ Take a look at this variant of the program:

T) if € (ort’) can be obtained frore (or t) by replacing zero or

more occurrences of with L. We write |e] and |c| to denote let x; @ t; = Ai.AKi —Kin let X, @ int = ((x1 3) 4) in X,
the expression or context obtained fr@or ¢ by replacingevery * B
occurrence ofl (regardless of label) with. (implying |e| <e). The body ofx; now produces a positive number as promised, if the

LEMMA 1. If € < e then the following is true: arguments satisfy their contracts. The order of the arguments, how-
[€l=Ti=[e=T [d=L=>[]=L [f=ie[]=i ever, have been inverted so that they no longer satisfycontract.

. . The contract checker now rais@€ becausex; abuses;. Notice
PROOFSKETCH. By showing that the rules of the operational se- o important it is for the argument contract to be checked before
mantics preserve thet relation on terms until an exception is  the result contract, as otherwise the wrong exception would have

raised. [ been raised.

2.6 Semantic interpretation of contracts In our second example, lgt stand for

The interpretation of a contratis some seft]] C V. A closed ex- (int — (int;Ax.x > 0)) — (int; Ax.x > 0)
pressioreis said to satisfy (writtene: t) if it either diverges or pro- - T * T
duces a result itjt]. The rules in Figure 5 definft]] for contracts and consider:

t € T. The semantic§-]|© for the external contract languagé is letx; :t1 =Ag.((@1)—1)in

handled by viewing it as a refinementdf (This means that exter- let X2 :int = (X3 (Ax.(x—1))) in
nal types are interpreted as sets of internal values. See Appendix B X2

for a justification.) The.definition oSafejs given in Section.2.9. Again, this is a call of a function with an argument thanét in its
Notice that the semantics of contracts invokes the operational se-stated domain, but it escapes discovery because it is itself a func-
mantics for terms—reflecting the fact that contract satisfaction is tion and never gets applied to a value that would witness this fact.
determined based on runtime behavior. Instead, the Findler-Felleisen algorithm detects a violation of the

Any diverging term satisfies all contracts while a term whose eval- fange contract ofy, so the result is™ which says that; does not
uation raises some contract exceptibhsatisfies no contract. For- ~ Satisfy its contract—even though the checker has not really seen

tunately, the same is true undgfirr. If e satisfiest under[[-]rr a counterexample! Blaming, is nevertheless correct here since

4 L. there exist other values, for example
then(‘WtE £ V) should not raisé in any context € C that does not P

contain (assuming # &'). However, this condition is violated if Ax.0 € [int — (int; Axx > 0)]
eitself raise<t.

2.7 Findler-Felleisen-style contract checking

We found it remarkable that contract checking works at all, i.e., 2.8 Behavioral correctness
that one can prove it sound with respect to a simple compositional An important property of contract checking is that it must not
semantics. Checking higher-order contracts requires type tests athange the behavior of a program in @sentialvay. By this we

that can witness the problem wixh in precisely the same way.



mean that as long as no exceptions are raised, there is no other way. EMMA 3.
of operationally distinguishing betweerand(fl/l/tE £ e): Safe — Safe, = Safey

LEMMA 2. Let € = (‘th'E e). If [c[€]] =i (with i€ ) then

[cfefll = i. Also, if [cle]]] = i and [c[€/]]} € V', then[[c[e/]] =i. ProoF This follows from lemmas 10 and 11, both shown and
PROOFSKETCH. Using a bi-simulation between expressions that proved in appendix A.1. [

contain instances of’ and corresponding terms with some of these
wrappers stripped out. For brevity we omit the details of the proof
here. [

Since the three versions of safety are equivalent we drop the sub-
script and simply writeSafe We use the subscripted version when
we want to indicate the properties &fethat we use for a proof.

2.9 Safety By definition, it is impossible to operationally distinguish between
The concept of safety that we use here formalizes the familiar prac- @V € Safe; and the corresponding/|. By plugging this fact into
tice of codingas defensively as possiblé means that before at- the definition ofSafe; we conclude thaSafeis also the greatest
tempting any operation that could “go wrong” the program makes fixpoint of §, defined as

sure that it will, in fact, not go wrong. For example, a safe program -

in a dynamically typed Ianguage mgust verify thgt the arguFr)negts of SQ={veV[vweQ[(vw.] €QuUiL}t}

+ are indeed numeric and take evasive action if they ar€ rat. This coincides with our original intuition of safe values being those

the higher-order case the caveat is that one can never be sure thahat remain safe when applied to other safe values, a fact that can
an unknown function does not itself raise an exception after being pe stated as follows:
called. The definition of safety takes this into account. LEMMA 4. e : safe= (e €), : safe

Behavioral safety: An expression e is safe if and only if itis im-  proor Follows immediately fronSafebeing the greatest fixpoint
possible to trigger any of its syntactically embedded contract ex- ¢ 5 and[safd = Safe [J

ceptions. Thus, e must remain semantically unchanged if some or
all of its Ts are replaced with: 3 Soundness and completeness

DEFINITION 1 (SAFETY, TAKE 1). We would like to show thaf|-]rr and [-] are the same, but this
is true only if we make certain assumptions about predicates. A
Safg = {veV | |v] v} sufficient condition is all predicates being total. But even without
assuming totality we can show contract checking to be sound, i.e.,
[t] < [t]rr- This means that any difference betwélef-r and[t]

Let Safé¥" = {|v| | v €V} be the set obyntactically safealues, can always be explained by non-terminating predicate &odie.
i.e., values that do not contain syntactic occurrences'ofFrom any case, blame assignment is sound as every blame is justified by
definition 1 it is then immediately clear thgafe¥" C Safe . a corresponding contract violation:

Safe in syntactically safe contextsThe second definition charac- THEOREM1  ([t] C [t]rF). If
terizes safe values as those that do not trigger a contract exception

in any syntactically safe context (i.e., contexts without syntactic oc-
currences ofl): then
DEFINITION 2 (SAFETY, TAKE 2).

fletx :t§ =€§in ...letx, : tS=eSin x,|€ = T’

v e [t7]%,. . i1 € [t 4]°
Safe,={veV |vceC[[c|M] eVU{L}} such that
l&ilvi/Xjlj—q 1] & [EF]°U{L}
Safety as a greatest fixpoint:To explicitly deal with the problem where ¢ = (%, (e 0)
. . . . TI L .
of safety in a higher-order setting we would like to say that a func- \oreover there are$y..., V2, € E®such that
tion f is safe whenever the result of applyirigo a safe values
is still safe. Unfortunately, this is not a definition for precisely the C—‘F‘ (vf;@) & v;
same reason that makes the interpretation of recursive types diffi-
cult. The operator whose fixpoint we are after is not monotonic. To €
get around this problem we weaken the condition and sayvttsat alvi/xili_. - .= CE(eENE/X{]. . . .0
safe ifitis a “flat” value (Q1, ... in our case) or a function returning i/ ”1:1“"’1 S J]J:L“'*l )
something safe whenever applied teyatacticallysafe argument.
Thus, we také&afes to be the greatest fixpoints of the monotonic Furthermore, we can get a completeness resafifs assumed to

operators: contain only total predicates. (For example, we could tak¢o be
DEFINITION 3 (SAFETY, TAKE 3). the set of functions that return false if one of their arguments is not
an integer, and which otherwise compute a boolean combination
5(Q = {veVIvweV[(v|w|), e QuU{L}} of the results of comparing its arguments with one another. Such
Safe; = VS a class could be defined by a suitable syntactic restrictio&.pn

In this case every contract violation has the potential for causing
corresponding blame:

Properties of safety: All notions of safety are pairwise equivalent.
8For example, the contract checker cannot determine that
"Depending on what one considers “wrong,” even statically Ax.Ay.y does not satisfyint — int; Az (Ax.(x X) Ax.(x X))) because
typed programs must perform certain runtime tests to be safe. Ex-it always gets stuck in the infinite loop that is the body of the pred-

ample: index range checks in subscript expressions. icate.




St(Xg, ..., X; int)
st(xq,..., % safg

st(e;t)

t € Tsate

AX1.---AXc.AX.e € Safe
X (t;Ax.8))

X t)
st(xq, ...

st(xq, ...

St(Xq, ..., Xk, X;t2)
Koty 5 1)

St(X1, - -, X t1)
st(xq, ...

Figure 6. Safe contracts.

THEOREM 2
vy € [t7]°

(It 2 [tIer). If all predicates in?? are total and
., Vi—1 € [t& 1]€ with
[elvi/xi] 1y i ] & [€¥]°U{ 1} where e= % (%0)

for some & € E® with free variables ...
.,€% ; € E®and pe P such that:

H

(The g, ...

,Xi_1, then there are

I

,€”_, can be picked from the set of closed expressions.)

letxy:tf=€fin...letx_1:t° ;=€ ;in
letx :t®= eelnp

3.1 The central lemma

Before we can state the central lemma we need to introduce a safety
¥ Assuming total predicates

restriction on contracts (Figure 6). Safety guarantees that predicate
within contracts do not raise exceptions of their own. The formula
St(Xq, ..., Xk; t) expresses that which may have free variables in
{x1, xk} is safe. A closed contratfs in Tgaseif St(€;t) wheree
denotes the empty sequence of variables.

By slight abuse of notation, let’s Writ@l/f/’E for )\x‘(‘lxi/t‘;‘/’E X) and
(I/Vépzl ° (M/éz;EZ for )\X.(‘Wél’h (,M/éziz X))

An easy induction on the structure of contrashows that contract
wrappers have telescopingproperty:

WEI L2 ‘74/23 &4 WELEA
Thus, wrappergfl/tT"L and ‘Wﬁ’ﬂ can be seen as two “halves” of

‘WtT' ™' The central lemma states that one half coerces safe val-
ues |nto values satisfying the contract while the other half coerces
contract-satisfying values into safe valfes:

LEMMA 5 (CENTRAL LEMMA). For any §{ € X and any te
Tsafe
a. v:t:>(‘WtL"E
b. v:safe= (‘I/l/tz’L V)it
Once again abusing notation, we can render this as:
Wt — safe W : safe—t

v) : safe

3.2 Proof of soundness

The proof for Theorem 1 uses Lemma 5(b) to construct the required
valuesvi,...,Vvi_1 and then finishes by applying Lemma 5(a).

90ne is tempted to look for an embedding-projection pair here,

but notice that neithem” o =" — ™" nora-" oo™+ =
w- is an identity on a domain we are interested in.

PROOFTHEOREM 1 (SKETCH). First we define a substitutioa
defined by the equation

o(x) = C%:(¢%,0) [(w;}J o))/

j=1.i-1

Let e be the expressio(W/ C‘(te o(xn)). Note thate is the let-
expansion of the original program’s internal form.
Supposée] = T'. Intuitively, there is a particular occurrence of an

exception label ire, the offendingT!, which gets returned as the
exception value. We can writeas

c[(m T o om T ot/ xdyy y)]

such that the offending’ is notinc € C. Since the offending ™ is
neither inc nor in any of theo(x), usinge = C%; (€f;0), we have

Ilet [ (""" alom, LO(Xk)J)/Xk}kzl,,,i,lﬂﬂ =

Pickv fork=1...i—1to be(th [ (%)]). By Lemma 5(b)
we find v € [tS]° as required. Eacbk has a semantically equiva-
lent external verS|0|\re (see Appendix B). Substituting, into the
above equation ylelds

T i
Iel [(m abie/Xdi.ioa) [I=T
which means thag [vi /X]y—1_i_1 : [F]€ would contradict
Lemma 5(a). [
The proof sketch for Theorem 2 is shown in Section 4.2.

In this section we consider the case that epeh ?° in a predi-
cate contractt; Axn.(...(p X1), ---%n) ) is a total function fromm
arbitrary values to ir |nt This assumptlon implies that contracts are
always inTgte Moreover, relying on Lemma 2 we can equivalently
write the operational semantics for contract wrappers in a simpler
way:

(wf'f A€
(

4.1 A simple proof of the central lemma

We now give a proof of Lemma 5 under the assumption of totality
for predicates:

PROOFCENTRAL LEMMA. By simultaneous induction on the
structure oft. We only show the two most important cases. (All

other cases are trivial.) The firsttis=t; 2ty andv = Ax.e
a. Consider any syntactically safe By induction hypothesis
(part b.) we haveé‘wtf'L w) : t1, So using the contract okxx.e
we get(Ax.e) (W W) to(W w) /2. If this expression
diverges, then by definition it satisfiegw/z]. Otherwise, we
get the same result by noting tHas[w/z]]] must be equal to

[[tz[(‘Wé’L w)/Z]]. This again follows from Lemma 2 since
otherwise one of the total integer-result predicates would have

to be able to distinguish betwecz\nand(‘lfl/é’l w). Using the
induction hypothesis (part a.) we find that

(Wi () (W w)))

W) )
Voo (e V), %M Y

- Ay(‘W toly/2) (Axe) (

W&z

(t;Ax.€)

to[w/Z]
is safe. By definition oBSafe;, using the (simplified) rule for
‘Wf ;Et this means tha(t‘l/l/tL’ft Ax.€) is safe.

1—12 1—2



b. Consider anyw : t;: By induction hypothesis (part a.) we
know that(flfl/tf’E w) is safe, so by Lemma 4 we find

((Ax.e) (‘Wtf’E w)) , to be safe as well. By induction hypoth-
esis (part b.) this means that:

(Wi (OX8) (WS W) ) - tow/7)

Using our semantics fdg 2 t, and the corresponding (sim-
plified) operational rule we get the desired result, namely

(rwtfjtz 6t St
The other interesting casetis= (t'; Ax.€):
a. Sincev € [[{t';Ax.€)]] we also havele [t'] and
[(Axe)v), ] =1 But (W V) makes a transition

to ((Ax.e) V)J_?E(‘T/Vt/ v) and finally evaluates t@‘Wt%"Ev]],
which is safe by part a. of the induction hypothesis.

b. ((Ax.e) v), must evaluate to an integer (by our totality as-
sumption). If that result is not,then

(t';Ax.€)

(Axe) V), 20 (W V)

raises thel exception which is in[t']. The outcome_1

makes the final resu(t‘WE’ V), which by induction hypoth-
esis (part b.) is ift']. Furthermore, Lemma 2 tells us that

((Ax.e) (‘Wt,z"L Vv)) cannot evaluate to anything other than 1
so the result is indeed ifit’; Ax.e)]. [

4.2 Completeness

We now show thaf[-] is maximal under the totality assumption.
First we need the following lemma:

LEMMA 6. Ifv:t’ but—(clv] :t),thenﬁ(c[(‘Vl/t,Ti’T V)] :t)

The proof for this is shown in appendix A.2.

PROOFTHEOREMZ2. To complete the proof of Theorem 2, recall

that we havev; € [t5]°,...,vi—1 € [t ;] such that
CSi(€%0)[vj/Xj]j1,..i—1 does not satisfy™ (t®). We pick

el, - equwalent tovy]...,|vi—1]. (See Appendix B for how

this can be done.) Now consider tlet-expansion o€® which is

equivalent to

e (L. TLTH . .
Cri(€ ,0)[(‘W@(tj) LVJJ)/XJ]].:]MF]_
It is easy to see thaw;j | : tj, so accordlng to Lemma 6 this expres-
sion, let's call ite; does not satisfy™ (t€).

What relrnalns to be shown is the existence of a cortexich that

c[(‘WtiTI+ T 8)] evaluates tol'. From such & one can then easily
construct ap that completes the proof, for exampbe= let X1 :
int=((Ay.0) c[xi]), in Xi+1. (For this we need to be syntactically
safe. Again, see Appendix B for details.)

The construction o proceeds by induction on the structuretjof

We make use of the fact that the constructed context is always strict

in its hole. First we note that if evaluatirgrises an exception,
then this exception must be' since all other availablé! would,
by Theorem 1, blame one of thg, and those do satisfy their re-
spective contracts. We now consider the df&ec V and construct
c according td;.

int It suffices to make strict in its hole so that the wrapper far
will be evaluated, causing' to be raised. For example, we
can simply usé:].

exe e - g
d<e &=<e fi(e,....6) = fe(en, ..., &)
(6, &), =(er e ¢=<e t<t
¢ <e teTue (Wt e) < (Wt e
(W e) <e d=<e t=<t

t=t (W e < (W e
<t =<t =<t g=0
St <t St @) = (e

Figure 7. A partial order on expressions and contracts.

safe We pick c to be a context witnessinfg]] ¢ Safex. Since

the witnessing context itself is (syntactically) safe, it must be
strict in its hole to be able to trigger the exception.

{t;@) We use the induction hypothesis, constructdheorrespond-
ing tot, and makec = ¢’. Because of totalityp applied to[[é]
must be either true or false. Ifit is false, the wrapper will trig-
gerT' (because is strict in its hole). If the predicate returns
true, then[é] must violatet, so by induction hypothesiswill
causeT' to be raised.

ty Sty If [&] is of the formAy.€/, then there must be somes [ty]]
such that((Ay.€¢') v) | does not satlsfyz[v/x} By Lemma 6

this means thaf(Ay.€) (‘th v)) | also violategz[v/x].
Using the induction hypothesis for this contract-expression
combination, we pick & in such a way that

W (&) (] )

to[v/X|

raisesT!. But thend[((fwT‘"l T Aye) [v) ] will also trig-

gerT' This means that we can pickto bec’[ ([T v 1
é does not evaluate tby.€, then any strict such ag wnII
do. OO

This concludes our demonstration that—given totality of
predicates—our semantics for contratisis the same a [

5 Not assuming total predicates

In the absence of totality, there are two potential problems with
predicates in contracts: they might diverge, or they might raise con-
tract exceptions of their own. We cannot completely avoid either
problem. However, by maintaining tlsafety of contractsve man-

age to contain the damage well enough to keep soundness intact.
As hinted earlier, contract safety relies on details in the translation
of external types*(-), where L is used as the exception annota-
tion on predicate code; see Section 2.2) and the way the operational
semantics inserts wrappers that raisevhen predicate code mis-
behaves (see Section 2.4).

Without totality, neither the simplifications of the operational rules
used in Section 4 nor conclusions such as

[ta[w/2] = [to[(WE W) /2]

are true. To prove Lemma 5 under these conditions, we have to
strengthen the induction hypothesis, using a partial orglasn
terms and contract expressions. The definition of this relation,
which is a generalization of th€ introduced in Section 2, is shown

in Figure 7. Roughly, we sag/ < e (ort’ <t)if € (ort’) can be ob-
tained frome (ort) by turning some or all occurrences6finto L

and, at the same time, inserting zero or more wrappers of the form

‘I/I/t}’L wheref € Tsate



Using this relation we can state a generalization of Lemmas 1 and 2

as follows:

LEMMA 7. If€’ < eand[€] =iforsome i I, then[e] =i. Also,

if [e] =i and[€] €V, then[€] =Ii.

The proof for this proceeds like that for Lemma 2 (using a bi-
simulation between terms related vig. We omit the details here

and just point out that the basic idea is to haveither diverge or,
as long as it does not diverge, behave exactlydike

5.1 The stronger version of the central lemma
Now we are ready to state the stronger version of Lemma 5:

LEMMA 8 (STRONGER VERSION OF CENTRAL LEMMA. For
any& € X, any t € Tgafe and t such that't<t

a. vit= [[(‘Wt,L’E V)] : safe

b. v:safe= [[(‘I/I/t,E’L V)] it

PROOF As in the proof given in Section 4 we only consider the
two most important cases.

By definition, we have] <t1,t5 < to.

a. Using the fact thag (W), v)/Z < tz[(wé*L v)/2Z
we need to show that the result of applying

(W,

1 Zsr
1=t

AX.€)

to a safe value is safe. This can be seen as follows:

t
—_—~
safe

EL

(Wt V)

il vy X9

/
1

(W v)/2

safe

For this, from inside-out, we are using the assumption
aboutyv, the induction hypothesis (b.), the assumption
about the contract okx.e, and the induction hypothesis

(a.).
b. Letv be a value irt;. Then, by induction hypothesis
(a), (wtjf V) is safe, so by definition dbafe itis, in

fact, equal tc(flfl/t,lLL v), which means that we have:

(W, /2 =W, /2 < talv/2]

Using this we need to show that the result of applying
(,WE,J_ Ax.e) to v satisfiests[v/Z], which can be seen

[

from thze following:

safe
—_—~
t
AN

gL L&
Oy 0 5T

safe

t[v/2

Again, from inside-out, we used the contract satisfac-
tion assumption abouwt, induction hypothesis (a.), the
safety assumption abokk.e, and induction hypothesis

(b.).

Remark:Notice that under the assumptiontbf> t; being in
TsafeWe find that all contracts in wrapper expressions are also
in Tsafe

By definition we have’ <t andg < .

a. Letve [[(t;@)], which means that € [t] and[[(@V)] €

{1,1}. Consider(‘m/é:f[,> V) which expands into

t t
(@ (W 2%(WE )

safe safe

—————
safe

As before, the annotations show the conclusions we can
draw from induction hypotheses and contract satisfac-
tion assumptions. The only way the shown expression
might not be safe is by having/ (‘Wf’a v)), which by

the properties of safety is the same(qﬁs(‘lfl/t,l’L V),
yielding a proper value other than By Lemma 7 this
would imply that(¢qv) also returns a value other than 1
and that contradicts the assumptions.

b. Letv e Safeand conside(mi;fm

into

v) which expands

safe

—_——
safe

@ (WL N2 )
safe

Clearly, if the final value here is nat, then it must be
true that

[ (W, )] =1

and the result i(s‘l/l/f’L v). Butin that case, sinag < @

by Lemma 7 we also havﬁcp(‘lxl/t,i’L v))] = 1, which
means that the value satisfigsg). [

Lemma 5 is implied by Lemma 8. As a result, we have a proof
for Theorem 1 (stating the soundness of contract checking) even in
the more general setting where contract predicates might not termi-
nate, and where the substitution of unsafe terms into predicate terms
can cause contract exceptions from predicate code. The key here is
to carefully control the latter effect: contract exceptions raised by
predicate code always correctly point to genuine contract violations
in other parts of the program.

6 Recursive contracts

Adding recursive contractga.t to the contract language and ac-
counting for this change in the operational semantics is relatively

straightforwardt® Here are the changes:

TyVar = a|B]...
T® = ... |pTyvarT®|TeVvT®
T = ... |ulyVarT|TVT
Clhat®) = poC'(t9)
cveg) = v

OWe also add a form of sum contradisv t, where [[t1]] and
[t2] are recursively separable (meaning there is a computable total
predicate oV which is true for all offt;]] and false for all offtz])).
Such sums are sometimes calt&ty sums



(Wlfc;;f V) — (Wti;.t/a] V) (and under reasonable assumptions complete) model. However, we
£ ) could have motivated our choice by looking at the statement of
WEE Y o (") o ifveft] Lemma 5 and noting that the contract wrapper for the always-true
1 (Wé g if v [ti] predicate is simply the identity. If the identity must map safe values

to values satisfying the contract and vice versa, then satisfying the

Because of the rule in the operational semantics that identifies contract and being safe should better mean the same.

pa.F(a) with F(pa.F(a)) (whereF is a contract function), struc-
tural induction on contract expression breaks down in the presenceStill, as before, our choice is guided by our desire for a particular
of recursive contracts. If we could restrigtto covariant contract ~ theorem or lemma to hold. Although we feel that thsesconsti-
functions, then we would be able to salvage the situation using co- tute strong motivation, it still might seem like a matter of personal
induction. For many uses of recursive contracts this is sufficient. taste.

However, there are useful applications of recursive types (and con-The treatment of recursive contracts, together with the observa-
tracts) where~ is not covariant. For example, several popular en- tion that safeis such a contract, gives yet another explanation for
codings of object types have this property. [safé] = Safe this time deriving this fact directly from the rest of
There is another reason why considering recursive contracts in thethe existing model and not depending on any proof details.
context of contract checking is useful: it provides us with a different 2 . . . .
(but consistent!) view on the problem of how to interpret Findler OPServe thawjafmv(aﬂa) is an identity function. The formal
and Felleisen’s original unrestricted predicate contracts. proof for this proceeds by induction on the number of unfoldings of

. the recursive contract. Informally, the wrapper is clearly the iden-
6.1 Indexing tity on int. All other values are of the formix.e where the wrapper
We have made extensive use of structural induction, so our proofs Makes two copies of itself—one wrapped around the argument, the
do not work in the presence of recursive contracts. Fortunately, it is Other wrapped around the result. But if the copies are identities,
straightforward (although tedious) to adopt Appel and McAllester’s then so is the original.

indexed model of recursive types [1] and to modify proofs accord- We should consider contracts as being identical if their correspond-

ingly. ing wrappers are semantically equivalent. Thus, sa&xuivalent

In the indexed model, a contrattis interpreted as a séit]igx to pa.int v (a — a), showing that our choice of interpretation for
of indexed termsk,v). The idea is thav is a k-approximation ~ Safeis more than just a trick to make the proof for Lemma 5 go
of a value satisfying, i.e., that no context can tell ink or through. Another consequence of being able to defineamtere-
fewer steps thav does not satisfy. The original interpretation cursive contract is that we can keep the full expressive power of the
of contracts can then be recoveredfds= N {V| (k,V) € [t]idx}- original Findler-Felleisen system while dropping our ad-hoc addi-

Along with this interpretation of contracts as index-value pairs goes tion of safefrom the language of contracts.
an indexed contract-satisfaction relatieqt, which is defined as As noted in the introduction, their system hasestrictedpredicate

el jvA (k= j,V) € [t]igx- contracts/) which are operationally equivalent to oisafe ¢). We
Of course, an adaptation of the proof also requires an indexed modelCriginally started with a hunt for the proper semanticS@f. By
of safety. But with recursive contracts in the language wededime ~ the above equivalence, the answer turns out tvieSafe| (¢V) €
safetyas a contract {1, L}} and not, as naively expecte, € V | (¢v) € {1, L}}. No-
) tice that “counterexamples” like that in Section 1 work in dynami-
safé = pa.int v (a — o) cally typed settings such as DrScheme but not in the calculus given

Although this looks suspiciously like the equation often used to in Findler and Felleisen’s paper [9] because they fail to statically
characterize the domain of untypkderms [15], it should be noted ~ tYPe-check there.
that here it does not refer to the set of all possible values but rather A contract placegomplementary burdens of responsibilitg an

a proper subset thereof. (Of course, the original untypediculus expression and its context. This is the key to understanding why
does not have contract exceptions, so all terms are safe there.)  [(Ax.1)] = Safe The contract checker does nothing at all here, so
Significant effort in our non-indexed proofs was spent on showing &XPression and CO“;?XF must jointly d(l) their best at avoiding con]-c
that (abusing notation) tsr:ftgtjxceptlons. This idea is precisely captured by our notion o

Safe= pa.int Vv (Safe¥Y" — a)
whereSafé¥" = {|w| |wc V} (see Lemmas 3 and 4). 7 Conclusions and outlook

Here F = Aa.int v (Safé¥" — a) is covariant, so co-induction ~ We developed an independent model of Findler and Felleisen’s con-
works. In the indexed proof, safety can be treated directly as a con-tracts for higher-order functions and proved the soundness of their

tract, so no such detours are necessary. Lemma 5 can be restategontract checker. Under reasonable assumptions, it is also com-
as plete. In short, the contract checker discovers all violations and

LEMMA 9 (CENTRAL LEMMA WITH RECURSIVE CONTRACTS). always assign blame properly.
Ift € Tsafethen The main technical insight from these proofs is in the simple and
. 1E . . 18 . apparently fundamental theoretical properties of contract wrappers
et = (M _ €)'k+15afe _ e'k_&fei (_Wt &kt expressed in the central lemma (Lemma 5). The central lemma
'I_'he proof for thls_ proceeds by induction knusing a close adapta-  shows that there is strong interaction between the semantics of con-
tion of the techniques presented by Appel and McAllester [1]. We tracts and the notion of safety. Furthermore, the fact that Findler-
omit the details here since they do not add any new insights. Felleisen-style unrestricted predicate contréptsare operationally
; ; equivalent to oursafe ¢) implies that the semantics ¢@) has to
6.2 Recursion, Safety' and predlcates mention safety. In our system we can avoid this “leakage” of the
We presented our interpretation of sai&Safein an ad-hoc fashion. soundness proof into contract semantics by eliminating unrestricted
Clearly, we made the right decision since we ended up with a soundpredicate contracts, letting the restricted version take their place.



The full expressiveness of the original system can be restored by Operational rules fofwﬁ’ and‘Wt+E are easy to set up. The main
making it possible to express safety explicitly as a contract—either idea is to alternate betwea’~ and W™ instead of swapping ex-

using a new ad-hoc phrase like safevia recursive contracts.

Under reasonable assumptions about predicates, our rfiddel
contracts is exactly equivalent to the one implied by the contract
checking algorithm. Moreover, while completeness does not stay
intact, soundness is not compromised even if we drop those ex-
tra assumptions. It should be noted, however, that this result cru-
cially relies on the fact that our language is essentially pure, the
only effects being non-termination and contract exceptions. If the
language has constructs with general effects (mutation, I/O), then
a compositional semantics that preserves soundness seems out of
reach at this point. In the calculus shown here, contracts cannot
interfere with a program’s execution other than by changing the ter-
mination behavior. To make them into a reliable debugging tool
even in the general case with arbitrary effects, one definitely needs
to preserve this property. One should be able to remove contracts
without altering the semantics of the program in an essential way.
A separate investigation of the restrictions on predicates that one
needs for this is currently under way [7].

-
assumingt;] C [t2] we have:

ception superscripts in contravariant positions. Here are the rules
(abusing notation when “raisind) for a simple contract language
with only intand—:

(Woll) — i
(MR e = WS (e) () )
Mty - € ;otherwise
(M2, e = AW, (Oxe) (1 Fy),)
Wty - v ;otherwise

and W+ commute regardless of their contract subscripts, and

+&' + + - - &
‘I’VtZEO‘thE:‘thE and ‘Wtzio‘WnE:‘WtZE

Notice that the requirements on the context expresse@/by are
preconditionswhile the requirements on the value, expressed by

W+, arepostconditionsThus, the above laws precisely capture the

There are several possible future directions for this work. We have fact that one has to keep the weakest precondition and the strongest
not extended the algorithm to handle polymorphism, although it Postcondition [10, 4]. Usingjt:]] C [to]] we get

may not be difficult to use higher-order wrappers, i.e., functions
from wrappers to wrappers, to treat contracts of the fommt in-
terpreted ag) 7 [t[t'/a]]. Our soundness proof is for a language
with call-by-value semantics. Since most real-world languages that
are pure (e.g., Clean [3] or Haskell [11]) are also lazy, it seems
desirable to translate our results to a lazy setting. We believe that
doing so will not be difficult.

Of course, a natural direction for further work is to implement con-
tracts in a strongly typed language such as ML or Haskell.

7.1 Program verification

5l 5l

‘M/tz &, m:iz ° ‘M/tl & ‘M/Jil

W;EZ ° ,,/Vt;El ° r,/Vt;rEz ° r,/VtIrEl
—& +

W, 20 W 131

£5.82 &1.81
{I/Vtz ° ‘M/t]_

which concisely captures the idea of eliminating contract exceptions
(hereg; and&}) that can never be raised.
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static program verification. In particular, symbolic evaluation of
programs with contract wrappers might be able to statically verify 9
that a particular contract exceptidn can never be raised, i.e., that
moduleef satisfies; in the [-Jrr model. Assuming completeness

this implies contract satisfaction in tifjg] model as well.

(1

(2

(3]

One way of showing that' cannot be raised is to eliminate it from
the program. (There are no operational rules that generate new ex-
ceptions.) One might hope to rely on the telescoping property of
contract wrappers, but this law is applicable only if the wrappers in
question are indexed by the same contract:

’I/VIEZ’EZ o "I/V[Zl’zl _ ,.M/liz,il %5]

Now considet; andty with [[t1] C [[t2]. In this case we would like
to argue that the left side of

é'ziz o ‘Wé/l‘zl
is redundant because of the “stronger” wrapper on the right. How-
ever, the right side is stronger only from the point of view of the
wrapped value while it is actually the left side that is stronger from
the context’s point of view. Thus, we cannot simply eliminate either [
t1 orty, but wecanargue that neitheﬁ’l noré&, could ever be raised
here. It is possible to express this, e.g., as

&5 L&
‘M/tzz Oq/th 1
but doing so seems clumsy. A leaner notation separates the two [12]

roles of ‘Wf”z (watching the value and watching the context) by
defining each contract wrapper as the composition of two parts:

)

[10]

[11]

[13]

.’M/ti/fi _ {I/Vtiil ° m+§ (24]
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A Additional proofs

A.l Safgq = Safe = Safe;
We split this statement into two parts:
LEMMA 10. Safg = Safe

PROOFC. By definition we havey = |v|, so if [|c|[V]] = T then
also[[|c|[|v]]]] = T, but T does not even occur iftc|[|v]].

PROOFD. Suppose # |v] andcis a witnessing context that dis-

tinguishes between the two. By Lemma 1 it must be the case that

[cv]] = T' for somei. T' is generated from some particular occur-
rence of T' in eitherv or c, so it must also be the case that either
[le)M] = T or [¢[|v]]] = T'.11 But sincec is the witnessing
context forv and|v| being different, the latter is impossible. This
concludes the proof. []

LEMMA 11. Safe = Safe;.

PROOFC. Indirect: If v ¢ Safes then there must be a finite se-
quence of valueg, . .., Vi such that

[Covivi)y - wd) I=T
but[[(...([] [va]); ---w]) ] is a syntactically safe context.[]

PROOFD. Indirect: Pick av € Safes \ Safe, and a corresponding
c € Cwith |c|[V[{,T' for somei so thatn is minimized (i.e., we

pick an unsafe but operator-safe value together with the context that

demonstrates non-membershipSafe in the smallest number of
evaluation steps).

The numbem cannot be 0: there are no occurrencesrahn [c|,
soif [c|[V[{}oT' then alsorgT', which contradicts the assumption
thatv € Safes.

For the case afi > 0 there is a unique evaluation context'"C. and
corresponding & E such thate{é} = | c|[v] where€is the nexPy-
reduction to do iric| [v] [6]. The proof proceeds by case analysis on
the possible shapes efahd shows that the transition system defin-

is the contradiction we are looking for sincglcy [co[-]]] is a
syntactically safe context.[]

A.2 Preservation of contract violation

Lemma 6 states that, under the totality assumption of Section 4, if
v:t'and-(c[v] : t) thenﬁ(c[(fl/l/t,ﬂ'TJ V)| 1 t).

PROOF By induction on the structure of

int Because of totality the extra wrapper cannot cause

non-termination. But by Lemma 2, a'i{(‘Wt,T"TJ v)] were to
return an integer, then so woubfl/].

safe We use the definition foBafe, and consider the witnessing
contextc’ where[[|c| [c[V]]] = T* while

[lc] [c[(flfl/t,T"TJ V)] e VU{L}. The remainder of this
case proceeds like the proof for Lemma 2 (e.g., using bi-
simulation), showing that given totality of predicates the sec-
ond term must raise eith&r< or T'. (It cannot raiseT | since

v satisfieg’.)

{t;@ By Lemma 2 and totality, the results gfhave to agree in
both cases. Now use the induction hypothesis with

1 X t, The only non-trivial case is wherehas the formix.c’, and
by definition there has to bewa: t; such that-(c'[v][w/x] :

tolw/x]) while ¢[(%, " v)]w/x] : to[w/x]. Considerc” =
c'[w/x] and use the induction hypothesis with []

B Witness expressions

On a number of occasions, in particular in the proof of Theo-
rem 1 shown in Section 3.2 and also in the proof of Theorem 2
in Section 4.2, we construct values V, e.g., as witnesses for the
fact that some contract is being violated. Since the main theorem
is stated in terms of the external language, we need semantically
equivalene&® € E€ for thesev. The construction of such equivalents

is possible because all our withesses V are syntactically safe,
and given sufficient language support safety can be “coded up.”

A more realistic language® than the one we have—for simplicity
of the presentation—restricted ourselves to would have some form

ing the operational semantics can perform at least one step whichof conditional that can branch on equality to If the language

gives rise to another paf¥’, | ¢'|) with V' € Safey \ Safe such that
L] Va1 T".

If & which cannot be a subexpression of the valués a subex-
pression of_c|, this is immediately clear. The remaining cases are

those where is a subexpression ef For brevity we only show the
analysis for the two most interesting situations:

1. If v=2Axband€= (v |V]), for some subexpressidw | of
|c], thence is also syntactically safe. Moreover, sinee
Safe; we can consided = b[V'/x] and find thaf[d] € Safe;
as well. This means that for sorRewith 0 < k < n we have
dij,d’ andd’ € Safes. But &[d'|{p_k_1T', which is the con-
tradiction that we are looking for.

If €= ((Ax.b) V), wherev is a subexpression of (V' =
co[v]), thenb,&, andcy are syntactically safe. We know
that&[b[V /X]]{n_1T'. Since the valuél is generated from
some single occurrence af which must be within one of
the copies of/ within b[v/ /x|, we can replace all occurrences
of T in every other copy of by L, thus rewritingb[co[v]/X]
as|c1][co[V]]. This means thate[| c1][co[V]]]In_1T", which

1IMmaking this informal argument precise is not difficult but te-
dious. An extended version of this paper with these details included
can be obtained from the authors.

also comes with a mechanism for separating functions from inte-
gers, e.g., via somgpecaseconstruct, then all witness¢s| have

an operationally equivalent counterpartdf. (Typecase might be
troublesome for the static type system of the surface language, but
if the surface language is indeed statically typed and “safe” in the
sense “well-typed programs do not go wrong”, then typecase is not
even needed since all of its outcomes would be statically known.)

Let us be more concrete. Suppd$gcasee; e; e3) evaluates to
[e2] if [e1] € [lint] and to[es]] if [[e1]] = Ax.€/. Now consider an
application(ef €5) and re-code it ag(A f.(tycasef Q (f €5))) €)
whereQ is a diverging term, e.9gQ = ((Ax.(x X)) Ax.(X X)) and run
that through the translat@r. The implicit exception inserted by the
translator ends up being “protected” by our explicit test. This means
that the result is equivalent {@; &), (wheree; is the translation

of € ande; that of€5). Implicit exceptions in primitive operations
can be protected in a similar fashion.

Finally, in the proof for Theorem 1 we need to be able to represent

wrappers of the formwtl‘L and ‘WtT"L. Given conditionals and
typecase, coding up a wrapper in a type-directed fashion is straight-
forward. Raisingl just means going into an infinite loop. Raising
T' can be simulated by, e.g., evaluati(@0). Since the overall
expression gets translated usig (-, 0) (see Theorem 1), the ex-

ception annotation o0 0) will indeed beT'.



