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These notes cover our first definition of security: Perfect Secrecy, which dates back to the work
Shannon in the 1950s.

3.1 Ciphers and Perfect Secrecy

First let’s recall the definition of a cipher from earlier.

Definition 3.1. Let K,M, C be non-empty sets. A function

E : K ×M→ C

is called a cipher with key-space K, message-space M, and ciphertext-space C if for every K ∈ K,
the function E(K, ·) is one-to-one.

For such a cipher, we define
E−1 : K × C →M

by letting E−1(K, ·) be the inverse of E(K, ·) for each K ∈ K. (More precisely, E−1(k, c) is only
defined when there exits m ∈M such that E(k,m) = c.)

Suppose E is a cipher. What does it mean for E to be secure? We could come up with list
of attacks that it should resist, or we could ask more abstractly that “no one should be able to
recover an encrypted message”, or even “no one should be able to recover any part of an encrypted
message”.

The approach to answering this question taken next subsection is to give a mathematical defi-
nition of security which compresses a long list of security properties into one simple requirement.

1



3.1.1 The Definition of Perfect Secrecy

Here’s the definition:

Definition 3.2. Let E : K ×M→ C be a cipher and K be a uniform random variable on K. We
say that E is perfectly secret if for all m1,m2 ∈M, and c ∈ C,

Pr[E(K,m0) = c] = Pr[E(K,m1) = c].

In the probabilities, K is the only random variable. So for instance the left probability is
determined by how often m0 will encrypt to c with a randomly-chosen key; The other probability
is the same except with m1. But in both probabilities, m0,m1, and c are fixed and not random.

Intuitively, this definition says that which message you are encrypting should not affect the
distribution of the ciphertext you get. This is great for security, because it means an attacker
looking at the ciphertext gets “no information” about what the message was.

Exercise 3.1. Show that the substitution cipher is not perfectly secret. (Hint: Considering a
ciphertext like c = AA makes this more clear, but any ciphertext will work.)

The following definition is somewhat more complicated technically, but may be more clear. It
is equivalent to perfectly secrecy.

Definition 3.3. Let E : K ×M→ C be a cipher and K be a uniform random variable on K. We
say that E has independent ciphertexts if for all random variables M on M independent of K, we
have that the random variable C = E(K,M) is independent of M.

Here we use a random variable M to model picking a message in some application-dependent
way (or to model the distribution of the message given an attacker’s knowledge). For instance, if
an attacker knows you sending a payment response to a website, it might know every character of
your message except your credit card number. In that case M could be a fixed request but with
random digits for the credit card number.

Theorem 1. A cipher E : K × M → C is perfectly secret if and only if it has independent
ciphertexts.

Exercise 3.2. Prove this theorem. (Hint: There are two directions. You will need to look up the
precise definition of independent random variables if you are unsure how to proceed rigorously.)

3.2 The One-Time Pad is Perfectly Secret

For each integer n ≥ 1, define the cipher OTPn : {0, 1}n → {0, 1}n → {0, 1}n by

OTPn(k,m) = k ⊕m.

These ciphers are perfectly secret, as we now prove.

Theorem 2. For every integer n ≥ 1, the cipher OTPn is perfectly secret.
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Proof. We use original definition, so we have to show that for every m0,m1 ∈ {0, 1}n and c ∈ {0, 1}n,

Pr[E(K,m0) = c] = Pr[E(K,m1) = c],

where K is uniform on {0, 1}n. We will do even better, and show that for every m ∈ {0, 1}n,
Pr[E(K,m) = c] = 2−n, which will imply what we need. This follows because

Pr[E(K,m) = c] = Pr[K⊕m = c] = Pr[K = c⊕m] = 2−n.

The first two equalities hold because E(K,m) = c, K ⊕m = c, and K = c ⊕m are all the same
event (one happens if and only if the others happen). The last equality holds because K is uniform
and c⊕m is just a fixed element of {0, 1}n.

As short as it is, this proof might be tricky if you are not used to manipulating random variables.
It is worth referring back to the probability background if you found the equalities in the proof
difficult to verify.

This theorem explains why we needed to have multiple encryptions under the same key in order
to break a one-time pad cipher: If we only had one ciphertext, then we’d effectively have only a
random string, independent of the message. But once more than one ciphertext with the same key
is available, attacks like crib-dragging are effective.

Exercise 3.3. Define a version of the Vigenère cipher with an n-letter key working only on cipher-
texts of n letters. Show that this cipher is perfectly secret.

Exercise 3.4. Define a cipher E : {0, 1} × {0, 1, 2} → {0, 1, 2} by E(k,m) = k + m mod 3. Show
directly that E is not perfectly secret. (This will also be a consequence of a later theorem.)

3.3 Perfectly Secret Ciphers Must Have |K| ≥ |M|
The n-bit one-time pad has key as long as the messages, which is inconvenient when messages are
long. The following theorem shows this is in some sense unavoidable when one insists of having a
perfectly secret cipher.

Theorem 3. A cipher E : K × M → C is perfectly secret if and only if it has independent
ciphertexts.

Proof. We prove the contrapositive, meaning we show that if |K| < |M|, then E is not perfectly
secret. In order to show E is not perfectly secret, we find some m0,m1 ∈M and c ∈ C such that

Pr[E(K,m0) = c] 6= Pr[E(K,m1) = c], (3.1)

where K is uniform on K.
We start by taking c ∈ C to be an arbitrary element of the image of E (so, we know that

E(k,m) = c for some k ∈ K,m ∈M, but we don’t care how its picked beyond that).
Define the set X of “all possible decryptions of c” as

X = {E−1(k, c) | k ∈ K}.
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Notice that |X| ≤ |K|, because at most one element is added to X per element of K (it might be
less because we might add the same element twice). By our choice of c we also have that X is
non-empty; pick some arbitrary m1 ∈ X.

Since |X| ≤ |K|, and we assumed |K| < |M|, we have |X| ≤ |M|. Therefore X does not
contain all of M, and can choose some m0 ∈ M that is not in X. The following diagram shows
the relationship between c,m1 and m0.

...

m1

X

m0

M

c

C

...

We have chosen our m0,m1, and c. It remains to verify that (3.1) holds. This follows by two
observations:

• Pr[E(K,m0) = c] = 0, because there is no key k such that E(k,m0) = c.

• Pr[E(K,m1) = c] ≥ 1/|K| > 0, because there is at least one key k such that E(k,m1) = c.

This shows the probabilities are not equal and completes the proof.
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