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Theorem 1. Let E : {0, 1}n×{0, 1}` → {0, 1}` be a block cipher. Define a randomized encryption
encryption scheme Π = (Enc,Dec) with key-space {0, 1}n, message- and randomness-spaces M =
R = {0, 1}`, and ciphertext-space C = {0, 1}` × {0, 1}` by

Enc(k,m, r) = (r, E(k, r)⊕m)

and Dec(k, (r, c)) = E(k, r)⊕ c. Then for every A there exists a B, running in about the same time
as A, such that

Advcpa
Π (A) ≤ Advprf

E (B) + Col(2`, q),

where q is the number queries issued by A.

Proof. We construct the needed adversary B, which has access to an oracle O that is either E with
a random key, or a random function f . The high-level idea is similar to the reduction to PRG
security for one-time CPA, in that B will need to “simulate” the CPA game for A. The main
differences for the simulation are that B has an oracle instead of an input, and the scheme Π under
consideration is randomized rather than deterministic. The similarity is that we want B, when
connected to the oracle E(K, ·), to simulate exactly Exptcpa

Π (A), while if the oracle is f(·) then we
want to simulate a game that A can’t win too often.

Our B has access to an oracle O(·) mapping {0, 1}` to {0, 1}`; It is trying to determine if
O(·) = E(K, ·) or O(·) = f(·).

The adversary BO picks a bit b and runs A. When A queries LRk,b(m0,m1), B picks r ∈ {0, 1}`
and returns

(r,O(r)⊕mB).

Eventually when A halts with bit b̂, if b̂ = b then B outputs 1, and otherwise it outputs 0. This
completes the description of B.

We first claim that
Pr[BE(k,·) = 1] = Pr[Exptcpa

Π (A) = 1],

because in this case B exactly simulates the experiment for A. That is, every oracle query is
processed exactly as in Exptcpa

Π (A) (and in particular a random key and bit are chosen, and each
query uses a uniform and independent r in addition to following the algorithm). Finally the output
bit of B is determined in exactly the same way.

We next claim that

Pr[Bf(·) = 1] =
1

2
− Col(2`, q)

where q is the number of oracle queries issued by A. Intuitively, with this oracle, B is using a
“fresh one-time pad” to mask every query response as long the r does not repeat. To formalize this

1



a little bit, let R be the event that B chooses the same value of r in two different queries. Then
Pr[R] = Col(2`, q). Writing R̄ for “not R” and using the law of total probability,

Pr[Bf(·) = 1] = Pr[Bf(·) = 1|R] Pr[R] + Pr[Bf(·) = 1|R̄] Pr[R̄]

≤ Pr[R] + Pr[Bf(·) = 1|R̄]

≤ Col(2`, q) +
1

2
.

The first inequality follows because we just omit some factors which are both probabilities and thus
at most 1. In the second inequality, we use Pr[R] = Col(2`, q) for the first part. To complete this
we need to justify

Pr[Bf(·) = 1|R̄] =
1

2
.

Actually doing this completely rigorously is tricky. The key observation is that, if R does not
happen, that means all of queries are processed with unique values of r. Call them r1, . . . , rq. Then
the i-th query is answered with

(ri, f(ri)⊕mb).

But, conditioned on R not happening, f(r1), f(r2), . . . , f(rq) are all uniform and independent ran-
dom variables on {0, 1}`. Thus each query completely masks out the message mb, and hence are
independent of b. Since every query response is independent of b, the adversary A produces an
output independent of b. Thus the probability that b̂ = b is 1/2, and this is the probability that B
outputs 1.

Finally, the rest is calculation:

Advprf
E (B) = |Pr[BE(K,·) = 1]− Pr[Bf(·) = 1]|

≥ Pr[BE(K,·) = 1]− Pr[Bf(·) = 1]

= Pr[Exptcpa
Π (A) = 1]− Pr[Bf(·) = 1]

≥ Pr[Exptcpa
Π (A) = 1]− 1

2
− Col(2`, q).

The proof is completed by rearranging the final inequality.

Exercise 10.1. Define a stateful version of Π by having Enc(k,m, s) output a ciphertext (s, E(k, s)⊕
m) and updated state s′ = s + 1. (The initial state is s = 0`.) Adapt the proof to this case – The
result should be stronger, without the Col(2`, q) term!
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