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Instructor: David Cash

The following definition is motivated by the padding oracle attack against AES-CBC, and in
general by an adversary’s ability to inject ciphertexts to induce reactions from the honest parties.

Definition 10.1. Let Π = (Enc,Dec) be a randomized encryption scheme with key-space K,
message-space M, randomness-space R, and ciphertext-space C. We assume that the message-
space M is a set of bit strings, i.e. M ⊆ {0, 1}∗. Let A be an algorithm. Define algorithm
Exptcca

Π (A) as

Alg Exptcca
Π (A)

01 Pick k
$←K, b $←{0, 1}

02 Run ALRk,b(·,·),Dec(k,·), where the first oracle is given below. Eventually A halts with output b̂
03 If A every queried Dec(k, ·) at a ciphertext c previously output by LRk,b(·, ·): Output ⊥.

04 If b̂ = b: Output 1
05 Else: Output 0

Oracle LRk,b(m0,m1)

If m0,m1 are not the same length: Return ⊥
Pick r

$←R
Compute c← Enc(k,mb, r)
Return c

Define the CCA advantage of A against Π as

Advcca
Π (A) =

∣∣∣∣Pr[Exptcca
Π (A) = 1]− 1
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The definition for the stateful version of the scheme is the same, except the first oracle works

as follows:

Oracle LRk,b(m0,m1)

If m0,m1 are not the same length: Return ⊥
Compute (c, s′)← Enc(k,mb, s)
Overwrite the current state s with s′

Return c

Note that the game is easy to win if we omit the rule on line 03; We leave this as an exercise to
check.

Exercise 10.1. Consider a version of the previous definition with line 03 deleted. Assume Π has
more than one allowed message, i.e. |M| > 1. Give an efficient adversary A such that

Advcca
Π (A) = 1/2.
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Building encryption from a block cipher that resists chosen-ciphertext attacks is considerably
harder than chosen-plaintext attacks. The following example is meant to highlight the problem.

Example 10.1. Let E : {0, 1}n×{0, 1}` → {0, 1}` be a block cipher. Define a randomized encryp-
tion encryption scheme Π = (Enc,Dec) with key-space {0, 1}n, message- and randomness-spaces
M = R = {0, 1}`, and ciphertext-space C = {0, 1}` × {0, 1}` by

Enc(k,m, r) = (r, E(k, r)⊕m)

and Dec(k, (r, c)) = E(k, r)⊕ c.
Previously we showed that breaking the CPA-security of Π required breaking the PRF-security

of E. We now give an efficient adversary A that strongly breaks the CCA-security of Π, satisfying

Advcca
Π (A) = 1/2.

This shows the construction is not at all secure against chosen-ciphertext attack. The adversary
works follows:

Adversary ALRk,b(m0,m1),Dec(k,·)

Let m0 6= m1 ∈M, with m0 6= 0`. Query (r, c)← LRk,b(m0,m1).
Let c′ = c⊕m0. Query m′ ← Dec(k, (r, c′))
If m′ = 0`: Output 0
Else: Output 1.

Let us check that the adversary always win Exptcca
Π (A). First, A will never auto-lose the game,

because (r, c) is never queried to the decryption oracle (only (r, c′) is, but (r, c′) 6= (r, c) because
c′ 6= c, which is where we use that m0 6= 0`). Now suppose b = 0, so (r, c) = (r, E(k, r)⊕m0). Then
the ciphertext (r, c′) will decrypt as

c′ ⊕ E(k, r) = c⊕m0 ⊕ E(k, r) = E(k, r)⊕m0 ⊕m0 ⊕ E(k, r) = 0`,

and A will output 0. Otherwise, if b = 1, (r, c′) will decrypt as

c′ ⊕ E(k, r) = c⊕m0 ⊕ E(k, r) = E(k, r)⊕m1 ⊕m0 ⊕ E(k, r) = m1 ⊕m0 6= 0`,

because m0 6= m1. Thus A will output 1. This shows that A always wins and thus has the desired
advantage.

Intuitively, the problem is malleability of ciphertexts: The adversary A, without knowing the
key, is able to modify a ciphertext into a new ciphertext containing a message related to the original
one. This new ciphertext can be submitted for decryption (because it is different), and the response
can be used to win the experiment.

Exercise 10.2. Let Π be an encryption scheme. Show that for all A there exists a B running in
the same time such that

Advcpa
Π (A) ≤ Advcca

Π (B).

How are CCA and CPA security related?

Exercise 10.3. Let Π be any of the block ciphers we have seen so far (CTR and CCA in their
stateful and randomized modes). For each one, find an efficient A such that

Advcca
Π (A) = 1/2.
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