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1930s Enigma Setup (Changes each day)

1. Pick three rotors to use

2. Pick order for three rotors

3. Pick ring setting (rotate casing; changes turnovers)

4. Pick three initial rotor positions

5. Pick plugboard connections





Basic Enigma Usage: Encryption

1. Setup from key instructions

2. Type a letter

3. Board lights up with output letter, rotors move

4. Goto 2

1. Setup from key instructions

2. Type a letter

3. Board lights up with output letter, rotors move

4. Goto 2

Basic Enigma Usage: Decryption - The same!
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Enigma Randomization: Message Keys

1. Setup from key instructions

2. Pick a random rotor position (say RTP)

3. Encrypt and send RTPRTP

4. Reset rotor positions to RTP

5. Send message as before

Problem: All senders would apply same permutation 
to first character, then same to second etc.

Solution: Use “message keys” that randomize the initial rotor 
positions for each message:



Today and Tomorrow: Rejewski’s Attack

Polish Cipher Bureau achieved a complete break of this version of Enigma!

We will assume: 

1. We have captured many ciphertexts encrypted with the 

same day settings

2. We don’t know any of the rotor wirings or day key settings

Our Goal: Recover message keys efficiently

We will only do one part of the attack; The entire attack involves many 
tedious steps.



The End


