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Atgpicalattacksettingi.seover connected to the Internet

'

:

steer7E÷ ÷÷÷÷teres
:



Atgpicalattacksetting : Server connected to the Internet

fInet ooo
"s⇒ Response?

Éif K

E in ← Deck , c)
- Fn←Decline)

☐ a.*g.⇒µ , / µr¥ <"respnse"_
Eye ,

Send next msg

→
"

chosen - Ciphertext Attacks
"

( CCA)
vs

( plaintext) CPA



Choxnte×t

secority-plantordef-i.it#Goal:-
Definition for hiding all plaintext into against such attackers

→ Follow left/ right idea from CPA
.

→ Need to allow A ability to inject ciphertext and observe responses .

Dec
* it

←☒±
.LRKib→

* Like CPA , but give A a Declki . ) oracle !



cctlefuition

Det Let F- ( Euc ,Dec) be a randomized encryption scheme with respect to

K
,
M
,
R

,
C

.

Assume ME {0113¥ Let A bear alosrithm .

Define

ExptAl 0racheLRK.is#om)
Pick KEK

,
b c- {0113 It mom ,

are not some length :

Run
RK.bl.io?iDecHiD return 1-

.

A halts without -tb -

pick RER

If A eve queried Deck ,
.) on some C previously c ← Enclkimbxr))

output by LR : or trot 0 . Return c

If I -- b outset 1 Else orbit ①

iTheCCAadvmtaseofAagainst
Adu (A) =/ Pr[E✗p+Éia=i ] - I /



CCAExmplele.tl/--lEnc
,
Dec) he defined by Ehclkinr) = ( r, Elk , → ☒m)

,

Deck
, er, 8)) = Elk , r) ☒ 8.→ ②

1

Élan-7

Claim There is an efficient D- such that Adu Tai = 112 .

A -
Dec

oil . . -7,047
crit)=(r

,
Ecker) ☒ Mb)A-

Fix mom , EM ,
distinct

, no
-401 Ñ = 8am = Ecker) ☒my☒Mo

Quy Cr, 8)← Oilman .)
= {

Ecker) b=o
Set 8--8 ☒Mo

.

ECkir7@mo0tmzQmyni-0illr.r'D ✗ Duck , Cris
'))

It n'
•
= 01 output 0

,
the output /

.

b=L



Claim : 6--0 ⇒ Deck , Crit)) -01

Claim b- I ⇒ Dec (k , Cri
')) -401



CCHSecurity~securityltgains-AMae.biz
"

...

/

c← EndKim , r) ☒) → m
'

← Deck
,
d)

000°
£

:÷about m from

Play : Make it
"

hard
"

for A to come up with any c
'
+ c

without getting caught !
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Messageltvtuenticitye

in really sent
by sender ??

→msen@→ Rec→ñ

• Different from secrecy-7 Not trying to hide in from

• Can ask for both Gill later)



Eucryptiunmay.no/-Pron-deMes#-uthentiity

?⃝eceier
1C

m→ → ñ←Decu)→ "c ← Enclk ,ur)
-

•

may
he able to set receiver to accept another

in undetected

↳ ex: Eric is OTP
, then flipping bits of c will work



Newtooltorltuherticatioi.Messa.ge/tuthenticatiarCodf (MAC)
, ,

, ,

shot
Will use a function Mac : 12am→ T

-
"

tags
"

/

Sender K
→t←m?⃝±÷÷TT±±.

*

• Goal : Should be hard for to find correct t for some ñ
-

• Give up on

"

replay attacks
"

, where forwards

some m,t that really did come from sender .



Mlttseuity : Ideas

Will use a function MAC : 12 ✗M→ T

sender K
→t←m+?⃝É±÷÷¥T±±.*

① tries to
"

targe
"

a
Ñ an sone ñ

② sets to see many tugs t on messages of its choice .

③ sets to see it receiver will accept many
Ñ
,
I inputs

,

again of its chord .



MACSecoritydefinit.int
)ef_ Let Mac : 12 ✗ Me→ T and let A he an adversary . Define

E✗pt¥(A) Oracle Vrfyklñ ,
E)

-

If Mac
,,fñ)=I : return

1

1-Pick K← 12
Else : return 0

pun ffmaclki
.)

,Vrfykf . , . )
until it halts

If A ever queried 2nd oracle or m^É such Hut

( it I = Mack , ñ ) , and

C) ñ was never previouslyqueried to
Maelk , •) oracle

←
"

of"=
"
unforse ability

"

then output1 . uf

Else Monta Deline Adyua
,

(A) = Pr [Exp (A) =D
.



MACSecuritydetnitionpicture-I-i.I.it:1:÷÷¥I
To win : Send a correct message /tag pair

to Urty
with asking for a tag .



MAC Example
-

•

¥→A
Define Mac ( Kim)= kotm . I

wit
'

forgery
pfmaclki) ,Vrty , 1. it
- ñ=ol→E=k ( ! )
I ←Mack

,
OR)

MI Il
+

'

← I sl in
'

e' = I 0+11

Query vrtyk(Hit
'

) f
forgery

- never queried m
'

to Mack
, a)

- Maclk
,
it)= Kot # = I 0-11 = t

'



MACEanplebefinemac.lk ,m)= kotm .

ut

pfmaclkiyvrtsul.it Adua
,
(A) = 1 since :

-

Maelk ,ñ)=K0t2l=t-011
Query Otto Maclk ;) . Call result t . (f- Koto -- K) .

bet ñ=1
,
that 0+11

. and ñ= it was never queried to Mac .

Qieytmit) to Vrfy.fr . . )

m= ①
l ñ= Ll

t=k0⑧É, E- Madiañ)
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Constructing Macklin)= AESCK , m)

① In some sense
,

"

A PRP is also a good MAC , as long as its
output size is not too small

"

② AES is a good PRP ,
therefore also a good MAC ( 128 -bit output

is enough) .
But it only takes 12 8-bit inputs .

⇒ so we build Mites for laser messages from AES .



MACsforlonsnmessages-Na.ve
attempt for two blocks :

Flk
, mill mz) = AES ( Kim ,

) / / AES / Kun)
I 1 Cc

t
,

11 ta

☒
t
,

11 t
,

is lag Sir mall m ,



MACS for Longer Messages
-

Naive attempt for two blocks :

F ( k
,
m
, Il ma) = AES ( Kim ,

) H AES ( k , ma)

Attack A with Aditi A)=L :

Query 0
""

l l L
"'

to Mac ( ki .) . Get t
.

Para t as toll tie .

Query in = 0
""

Il 0
""

, I = to. It to b llrfy . I . .
. )



AuoiherE-ar.be

F(Kim ,
11 mz) = AES ( Kim) ☒ AES.lk , me)

Mi -_mz
,
1- =D

'"
works !



AES AES AES AES

AiMÉMtC padep.fm) = m☐DoF_

key Kt {0,13128

① Let len c- {0113128 be the length of m ,
encoded as a 128 -bit block

.

② m-c-padc.ae (m) ✗ pad to multiple 21288

③ purse
Ñ into blocks MED - - . WELL]

ten into Ia] MTH

-§ -8 I

k→

t

|k→ µ k→

1- 1-
.

. . I
t

(output)



AES AES AES AES

CBL - MAC without length ?
-

÷÷÷
Insecure ! Fun exercise .

(tht : Quay Mac Ik , O
'" ) set t

Now find a two -block message
that will verify with sure t .



AES AES AES AES AES

CBC-MACwiated.rs
ten

-6 -4

i . "

¥
(output)

Insecure ! A bit harder
,
but still simple .
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PlanforAehieviuy.CC/--Seuiy

① Build a CPA - secure encryption
scheme ( Enc , Dec)

② Build a secure MAC Mac

③ Build encryption scheme (End ,Dei) that runs both
(Enc , Dec) t Mac .



Encrypt WI Mac

www.hyCP/t-SecureEucryp--iouardaMACi-
"

Encrypt - then -Mac
"

Gien Ic (Enc , Dec) and Mac
,
build new encryption shine IT :-( Enc ! Doc

' ) :

in

E-hi-k.IE#f Ded-fkillkz.lt#
t a É

kz→ Mac KD Mac K
,
→ Dec

E E
I t1 I

r t = t?
m

output C = (Kt ) If t correct , ate# m

thmfcs 384) : If IT is
"
↳A secure

"

and Mae is
"

severe

"

then IT
'

is
"

CCA secure!


