
Cryptographic
Hash Functions

leotueB.es/8/4,Automnzf
David cash



Outline
a-

① Hash function basics
,
definitions

② Hash function constructions

③ Small- space collision finding



HC"daidM?

Hashtunctionsincomputersciience-TEE.bg
Data structures frequently use

"

hash functions
"

g
E

H : Labels → Indexes

• Hlx)
"

looks random
"

• It can take a
"

hey
"

( like Hfx)= K - ✗ mode)

• Collisions happen and are handles④x) = Hey ))

E± Labels = {0113¥ , Indexes
= { 1

,
. .
-

, 10,0003 .



cryptographicltashfuutions.su
pin strong version of a

hash function

• Syntax : H : Kx D → R

• K is set of keys
( ex : {0113

" :)

• D is domain (ex :{0,13¥ )

• R is range ( ex:{0,132
"

)
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"

collision
"

✗
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B¥es : Publish y
= HI predators 11 randomly

used to prevent finding
pred early

Afterguard : Reveal predictions 11 random . Everyone checks y .

Security threats ?
→ A might final input for y alone

6ys :
g.
HC pred 11radd) = H (pred 'll randy



Hashfvnctionsecvrity.ro#sCintorna1)-
"
One-wazness

"
: Given y=H(x) , find ✗

"

collision residence
"
: Find X

,
X
' sock that ✗=x'

, 11-1×7=1+1*7

• . . many possible properties .



HashsecurihgGoal.co/lisionResstance-
• Assume attacker knows key K ! Key is not secret.

God : Design It so that
it is very

hard to find ✗⇐✗' c- D

such that

Htkix) = Hlkix
')

.

Badtvews For H : Kx →R
,
it IDI > IRI .

. .
.

pigeonhole : F-✗ Ex
'

: HEH = Hai)



Detinitionotlollisionthesistauee

Definition : Let H : K✗ D. →R be a hash tincture and A be an

adversary .

Define

Expt+Tn
1. Pick KEK at

random

2
.

Give K to A
,
which outputs X ,

X
'

3. It Xix
'

c- D , ✗=/ ✗
'

,
and Hlkix = Htkix

' ) :

Output I

0btaElse Output
0

time 1121and Adu (A) = Pr[E×p+¥A) =D .



Exoupk_1

H ( K , x , 11--11×+7 = AES (kik) ☒ - - - Ot AESCK , x+)

Hfk , * ltkz) = HCK
, xzllx ,)

✗ = X , 11×2

✗
'
= Xzllx ,

Ady:(A) =L



ExaipkZHCK.x.me?--kOtAESLx*,Xz)
✗ , =

①
128

×z=
go

"
"

= 1
""

}→ AES (x,

' ,xI)=zXi =

-[xj=AE5'(xi it
z= HESCH >Kd •

Ad 2



Recalt.co/lisionProbabikties-

Suppose we draw q independent, uniform samples from a set

of site N .

Let CLN , g) be the probability that a

valve is repeated in our samples .

µ=µgreat
!

q= 2128✗
, Xz Xz - - - Xi -

- . Xj - - Xq

Theory For q ? JZÑ ,

0.3 8¥ c- CCM g) I 0.58K¥
%,



Birthdayttttack : Collision Finding Against avg.lt
Let It :L xD → or

IRK 280
A ✗ Input

: key K
Output: CollisionX ,

X
' (xtx' but Hlkixl = HI Kix

' ) )
qy 240

Initialize hash table T

Adv = 6/(2%0,216)
For ✗ = 1

,
.
.
- .

, q :

y ← Hlkix) H Treat number ✗ as bit string input
K I=

If Y[y] -41 :

IR1=2256
✗
'
← They]

oH→É Else : T[g)c-X q =
21%

cr

Heuristically , Advµ(A) = lol ( HH , g) I 8
"

n output hits ⇒ I
"

II
searr.tt



RAKUTEN.TL?fgtwns,PastandPnesert-
SHAZ - SHH

- 256
SHA-512

Output Length Security Status

¥°%|""""""""""←s:*÷:/::÷/÷::÷÷÷÷-÷÷_-
SHAZ

÷¥,|ms|÷!"|↳*Éfamily
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HashFmdmDesignPlau_ ( SHA -250)

Twosteps :

① Design a fixed - length
function

256

h : {0113"x { 0113 → go , 13256

② Chain h together to build

It :{0,1¥ → go , , 3256

Finally
,
reason that It has good CA . as long as h does

.



stepti-Designcompression-furtionhwan-t.hr
. {0,13"✗ {0,132%-2 go , 13256

• Build h from a block cipher ! SAA
-286 uses a custom block cipher

E : Wil}
"

} {01,3251, go , ,3256

← Davies -Meyerand defines
hlx ,

x) = Elxix) otx

* Why not hlxix) =Elxix) ? See problem set.



step2ichai~htogethutobuildHEA.gs
me we

have h:{ 0113%-101132%-7 {0113
"? µ±,

Now build It :{0113*-7 { 0,132.56

Hull
← lengthG)

← pad tix 11 add zeros

Parse x , 11--11 ✗+ ←I ( ✗it { 0113£
")

set v0 to a magic number
fable 6 . .

.

For i -4 . -
t : Vi ← htxi ,Yi-c)

V++FhKl7 , -1+7
output ✗++ ,
✓ 512 -bit encoding of

l



✗ 111×211 .
- llxt length

block

padded
t ¥
Xt

*

"

*÷¥¥¥⇒*sea
256 /

output

Hcx)
Merkle- Damjard Chaining/ Transform



Analyc.is/Intoitun-

Claim Give a collision ✗
, ×

' for H ,
one can easily find

a collision for W .

⇒ If attackers can't find collisions in
h

,
then

they can't
find collisions in It either !



HM
,a) = hke 's ,vÉ )Analysis

Ginn a collision Xix
' for 1H

,
need to find collision faÉ

a =/ ce
'

>Cased length1×7=1 length tx
')

Xt- i
Ge>

#÷-¥¥¥¥⇒
.

• • xÉ ,
<e4

41¥
.

.¥±⇒) "
"



Hnalysiswntinuedcese2-lenglhlx-beng.tkGd)
✗ I

Xt- l

×
.

-4¥ 4¥ . .

.¥¥¥⇒
xÉ ,

he> equal

É÷÷¥¥¥¥⇒
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Birthdgttttaoksadspa.ae#YRYEI.ons+
Let It :L xD → or

A. ( K) 11 Input
: key K Site of T :

- Output: CollisionX ,
x
' (xtx' but Hlkixl = HI Kix

' ) )
= q

Initialize hash table T

For ✗ =L
,
.
.
- .

. q : G = FRI

y ← Hlkix) H Treat number i as bit string input

f- FRI
If Y[y] -41 :

✗
'
← This] 26

"

space
output X ,

X
'



AnInterxiewQ.ua/-iow-

Suppose you are given a pointer p to a linked hst
,

and told that the list contains a cycle .

Show how to

find the "

colliding pointers
"

using as
little memory as

possible .

&

g→•→•→••q→→•
%

.



Solving the Puzzle: Floyd’s Cycle Detecting Alg

tortoise ← head
hare     ← head
While tortoise ≠ hare:
tortoise ← next(tortoise)
hare     ← next(next(hare)) # double speed

tortoise ← head    # restart
While next(tortoise) ≠ next(hare):
tortoise ← next(tortoise)
hare     ← next(hare)   # single speed 

Output tortoise, hare

Finds the cycle in “constant space”!

~ B-
M⇐mfg + *⇒

III.
✗
pointer

a

→

¥I←•.
%



Analysisoffloydstg
detail -6

Tail length ! ltail a

;a=ai¢ lloop -_ 8

⇐→→#É÷÷:$
.

% a ' 92 93 4 % ^•gjg_, ↳ ↳Hilloop
912 911

tortoise : 98

hare : 991166



Analysisoffloydstg
lta

.
1--6

Tail length ! ltail
g.•

=
ait l

loop
= 8

÷→→É→§→→.

at a•o↳•
a ' 92 93 4 % ^q[.,•0 ↳ team : loop

Claim1_ For any i > ltail ,
an

" "

Ai = Aitlhop
= Ai + 2. leap

= A it 3. limp
= - - -

Moreover
,
it is, Ital and ai = ai+j ,

then j is a multiple of l↳p .



Claimed For any i > ltail ,

Ai = Aitlwp
= Ai + 2. leap

= A it 3. limp
= - - -

Moreover
,
it is, Ita, and ai = ai+j ,

then j is a multiple of l↳p .

Corotlaryaiaziifandonlyifiailtailondiisamultipkofliwp
Root (E) If d-= kleop , Azi = Aiti = ait K-hoop

= ai .

⇐7) It 9- = azi
,
then i > fail because there are not early repeats .

Moreover
,
since a

,
-
= Az;

= aiti , i is a multiple
of hoop

bag second part of claim 1 .



Analysisoffloydstg

Claimed For some K it ltail + hoop , ai =

azi.proTake i = smallest multiple of l loop that is at least d tail .

Apply corollary : Az; = ai+ i = ais-k.ly
,p

= di
.

Claim? If i is a multiple Ihop, then Ai +l+a,
=

Altai , •

P This is just the original claim 1 ( but with e- = hail there !)



Aualysisofflos.dk/tlso.rithmPut#iugit together :

① Alg will find tortoise =hare in at most ltailtlioop iterations
↳ By claim2 , there is i t altar + l loop such that 9; = 92 ;

② When tortoise = have
,
this pointer is exactly detail steps

from the collision
.

↳ By claim 3
, altai,

= ai +etai ,
for this i.

③ Restarted walk will arrive at collision in l tail steps as well !



Putting it together
tortoise ← 0
hare     ← 0
While tortoise ≠ hare:
tortoise ← H(tortoise)
hare     ← H(H(hare)) # double speed

tortoise ← head    # restart
While H(tortoise) ≠ H(hare):
tortoise ← H(tortoise)
hare     ← H(hare)   # single speed 

Output tortoise, hare

for Collision Finding
Define a

"

list
"

H ☒
,
11-11+101)

,
HLHIH D) -

- -

• _¥→*☒→H¥g→ .

⇐

Heuristically , expect a collision

after about ftp.T steps .

Rest of analysis is the same !

Bunting: = ☒ Space : I 0



wall clock

time gpaee

Bday w/ 10,000 machines : ¥÷o 1521

Floyd's wt w, ooo machines : FRI " ①

→ more
advanced alss ,

time / space

" parallelism
"


