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DetinitionofaGroupCRe.at#Det-A non- empty set 6 with binary operation
° is called a soy

if the following hold :

(Identity? ① There exists CE IG such that eog=goe=g for
all g. c- G.

(Inverses) ② For all gets there is HE G such that goh= hog = e.

(Associativity)③
For all Ginga > of> C-

IG
,
(9,09a) 0g, = g.

• (gigs) .

IG is called an ahdiangroup if it also satisfies

( commutativity) ④ For all g,
h c- IG, go k= hog .



Notation
claim gaogb = gatb

• ga = go go
- -

og
¥

Claim ⑨ j= gab
• g-

'

is the inverse of g

• g-
a

= g-
'

o g-
'

o - o g-
'

TEs



E✗arpbe-

① = { 0,13
"

,
operation bitwise XOR .

✗ ☒y

01
"

✗ ☒ ①
"

= ①
"

☒ ✗ = ✗

Inge : X
- '

= X : xox"= ✗ ☒✗= ①
"

(identity,

A Ex ☒g) ☒ 2- = ✗ ☒ Cyotz)

Guy : x -0g = yotx



Identityisoniq.ueiuaGnup.claim-he.tlbe a group .

It e, , ez C- 6 both satisfy the

condition for being an identity , then e
,
= ez

.



Identityisoniq.ueiuaGnup.claim-he.tlbe a group .

It e, , ez C- 6 both satisfy the

condition for being an identity , then 9=4 .

Proot We are given that
*)

hog = go e.
= g

for all g c- AG,

"&

ezog -_goez=g
for all g c-

IG
.
C**)

Apply 1*7 with g= ez : e.oez = ez .

Next apply (**) with g=e ,

to set e, oez=e, . Since ei°Ez=ez
and eioez =e, , Erez .



T-nversesareuniqueinaGroupclai-mlel-G.be
a group and gt GI. If hi ,hz

C- IG both satisfy the

condition for being an inverse of g ,
then 4

,
=hz .



T-uversesareuniqueinaGroupclai-mlel-G.be
a group and gt GI. If

h
, ,hzG IG both satisfy the

condition for being an inverse of g ,
then 4

, =hz .

Root we are given that g oh ,
= hog = e ,

and go hz=hzog=e .

Consider hzog oh , .

Since h , is an inverse of g ,

hzogoh , = hzocgoh ,)
= hzoe = hz .

But hz is also an inverse
of g ,

so

hzog oh ,=(hi g) oh , = eoh , = h , .

Thus hzog oh , = hz and = hi , so h
,
= hz .



Cancelatwninbroups Lets start omitting the
"
o

"

t

claim Let GI he a group and g ,h ,k c- GI . It gh
-

- Kh
,
then g =

K
.



Cancelatwninbroups Lets start omitting the
"
o

"

t

claim Let GI he a group and g ,h ,k c- Gl . It gh=kh ,
then g=k .

Prat The following are equivalent :

① gh = Kh
existence [of inverses

"

② Cgh)ñ
'

= 1kWh
"

AssociativityÉ③ gang
') = klhh

"

)

Detain"§④ ge
= Ke

DebobIdent. ↳⑤ g=K



Orderofactoups + Antnterestingtheorem

Def The order of group IG is simply I 61 , the size of IG as a set

when IG is finite
.

theorem Let
① be an abelian group of (finite) order in .

Then for

every g c- IG
,

Eigm = e
. 161 -- 2

"

get

¥Es=oi



ALemmausedtoprouetheoremlemma-lel-G.be
an abelian group of order

m
,
and let g, , ga, - . . , gun

be the elements of IG written in some order . Let g c- IG and define

hi = gg , , he 552 , - - , hm
= ggm .

Then hi
,hi. - , hm are all

distinct. Thus h , - - him is just all of the elements of f , possibly

in a different order .

Proof : If hi = hj then ggi = ggj . By cancelation , gi=gj . But

we assumed these were distinct , so this is a contradiction
.



theorem Let
¢ be an abelian group of (finite) order in .

Then for

every g c- IG
,

gm = e.



theorem Let
① be an abelian group of (finite) order in .

Then for

every g c- IG
,

gm = e.

It we claim that gig;
-
- .

ogm
= (gas ,)

° CssDo - - ocssm?

By the lemma , both
sides are products of all elements of IG,

possibly in a different order . But since
IG is abelian , order does

not change the product .

Next , the right
had side equals gm (g , og , o - - - o gon) ,

so

g ,
° gzo - - - ogm = gm (g , og, o - -

-

ogm) .

How to finish ? Cancel gigi . gun on both sides : e=§?



theorem Let
① be an abelian group of (finite) order in .

Then for

every g c- IG
,

m

= e
.g

Coroltary Let IG he a finite
abelian group of order m> 1 . Then

integer

for any g c- IG and avg.li , gi = gcimodm
]
.



Coroltary Let IG he a finite
abelian group of order m> 1 . Then

cimodm]
for any gt IG and

any
i

, gi = g .

Print use division with remainder to find q ,
r such that

1- = qmt r ,
OE ra m .

Then r= [i modm] . We set

qm +
r

gi = g = got gr=(gm)%gr= e! gr = gr

which is g[imodm] •



Coroltary Let ¢ he a finite
abelian group of order m> 1 . Let e> o

be an integer relatively prime to m .

Then the function foe ,

fe : ③ → GI
,

fe(g) =ge
gi→ age -

is a permutation .

Moreover
,
it d is an inverse of e modulo m

, then

fd : G1 → G)
falls)=gd

g ↳ gd
For all g

is the inverse of fe
. fdltels))=g

= feffdcs))



Proot For any gt
¢

tdlfelg)) = fdlge) =@e)D= ge?

Since we can nod down the exponent by the group order ,

ged= g[ed modus = g±=g<

Since d is an inverse of e modulo m ,
Eedmrdm] = 1

, end

we set

fdltels)) = g.

This show fd is the inverse of fe
,
and that fe must be a perm !



Outline
a-

① Recall groups and prove
Euler 's Theorem

② The groups 7-µ
and 71¥,

③ Public Key Encryption Definitions

④ RSA Encryption



INiGroopswithmodularAddit.io#TE/HIm&tahtouDet-For a positive integer
N

,
define Kµ= { 0,1 , . . . , N - 13 .

174×1--14
Claim For each positive integer N ,

7-µ with operation

xoy
= [✗ +y

mod N]

is a group .

✗ ° (Atx)

Proofs : ;D :

= @ 1-a-✗ unlit]

imy : inverse of ✗ = N -X itX-D 101W = [N und N]
=D C-IN

Assoc: ④



Groupswithlhodularmutipiatiou

Is 7-µ also a group with operation xoy = Exy mrd N] ?
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Groupswithmodularmutipiatiou

Is 7-µ also a group with operation xoy = Exy mrd N] ?

↳ No ! ① c- 2-µ
causes problems . (what R identity ? Inverse of ①

? )

what if we toss out
0 ?

↳ No
,
see example .

E✗anpU_ 7-µ- {03--4,213} is still not a group
with ✗• y

= Exy mod4] .

The group operation isn't even valid
! 2C-7-µ , but 202

= G.2 mod4] = 0¢ ¥, ,



tuGroupZ¥_
Enki: Need to throw out not just 01-71-+1

,
but everything that

does not have an ,inverse .

modr

Bet For a positive integer
N
, define

71¥ = { ✗ 1 It ✗ < N , gcdlx , N)
-
- l}

.

Claim For each positive integer N , 7T¥ with ornatus xoy = Gay mod µ]

is a group .

✗
"

is modeler

Prootskatch : II 1
✓ "¥ inverse of ✗ mod

.
µ
"¥ : ⑦



theordnol-IIExa.pk#
7- ¥ =

,µ
BOARD

71¥ =

7-¥ =

De_t The
"

Euler - phi function
"

f is defined to be QCN) = 12¥ 1 .

Ivarphi
not \phi



TWospec.in/CasesofpCN)-

Claim If p is prime ,
then Plp) =p- 1

.

E✗±e 171¥/= 5- 1=4

Claim It p-tq are both prime , the P(pq)=(p
- 1) (§ - D= pq

- p -q+ ,

Pio 7tpg={0 I . . - p . . - q - - Zp - - 2g - - - -
. - PG- I}

• • • → q mitts

• • • of p

→ p wilts
no 8



Euterstheorem ( !)

theorem For
any positive

integer N ,
and integer a relatively

prime
to N

,

P (N)

a = I mnl N .

1k¥1=2 so, ay ge7¥
?P

In 7T¥ i S 1

PAD
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Publicikeytncryptionsyntax

☒ A public
- key encryption

scheme IT consists of three algorithms

1T= (Keyser , Enc,
Dec) ,

where

• Heggen is randomized ,
takes no input besides random

bits
,
and

-

outputs two Keys (pkisk) .

two

• End is randomized (with input r written explicitly
)

,
takes Anne

inputs pk , m ,
and outputs a ciphertext .

• Dej is deterministic
,

takes inputs sk , c and outputs in .



Correctnessottvblicikeytnyptun

IT is correct it for all Cpkisk) output by Keyser , and all messages m ,

and all r,

Dec (sk, Enclpkim ,
r)) = m .



www.PIaintextltttacksewr??.:-..?Igtim-
David : -

Alex :
-

Andrei.
-

ii.
.?

* ÷:
pkimrm-D.ec (ski c)
c← Enclpk , m ,

r)

• has pk and c , but not sk or r

• wants into about m ; can influence what sender encrypts



Clwseorplaintextltttacksecvrihjbetinitiow

DEI Let F- (keygeu , Eve, Dec) be a public- key encrypt
ur scheme

,
and let

D- be an adversary . Define Eap+¥tA) by

Cpa

Expt,T(A)-
I. Run (pkisk) ← HeysenC)

2. Give pk to A .
It chooses two messages no

,
m

, ,

3. Pick b. C- {on} , random
r
,
compute c ← Euc (pkimb , r) .

4. Give c to A .
It outputs I .

5 . If 5=5 output 1 , Else output 0 .

cpa

Define AdvilA) =/ Pr(E×p+¥tA)= I] - I /
.



Clwseurplaintextltttacksecurihjisssiu

* No oracle for Euc ; Just
"
one shot

" for A.

↳ Bit giving an oracle actually does not change definition much .

* Deterministic Enc algorithm ⇒ can't have Sood CPA security



The End

→oA⇐→Ta¥I••mm••::•%m•iaaqakn.waamrograa.qi.tt


