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Coroltary Let ¢ he a finite
abelian group of order m> 1 . Let e> o

be an integer relatively prime to m .

Then the function foe ,

fe : ③ → GI
,

fe(g) =ge
gi→ age -

is a permutation .

Moreover
,
it d is an inverse of e modulo m

, then

fd : G1 → G)
falls)=gd

g ↳ gd
For all g

is the inverse of fe
. fdltels))=g

= feffdcs))



Thecrroupttit (Recall)

Enki: Need to throw out not just 01-71-+1
,
but everything that

does not have an ,inverse .

modr

Bet For a positive integer
N
, define

71¥ = { ✗ 1 It ✗ < N , gcdlx , N)
-
- l}

.

Claim For each positive integer N , 7T¥ with ornatus xoy = Gay mod µ]

is a group .

✗
"

is modeler

Prootskatch : II 1
✓ "¥ inverse of ✗ mod

.
µ
"¥ : ④



Euterstheorem ( !)

theorem For
any positive

integer N ,
and integer a relatively

prime
to N

,

P (N)

a = I mnl N .

1k¥1=2 so, ay ge7¥
?P

In 7T¥ i S 1

PAD



Publicikeytncryptionsyntax

☒ A public
- key encryption

scheme IT consists of three algorithms

1T= (Keyser , Enc,
Dec) ,

where

• Heggen is randomized ,
takes no input besides random

bits
,
and

-

outputs two Keys (pkisk) .

two

• End is randomized (with input r written explicitly
)

,
takes Anne

inputs pk , m ,
and outputs a ciphertext .

• Dej is deterministic
,

takes inputs sk , c and outputs in .



www.PIaintextltttacksewr??.:-..?Igtim-
David : -

Alex :
-

Andrei.
-

ii.
.?

* ÷:
pkimrm-D.ec (ski c)
c← Enclpk , m ,

r)

• has pk and c , but not sk or r

• wants into about m ; can influence what sender encrypts



Clwseorplaintextltttacksecurihjbetinitiow

DEI Let F- (keygeu , Eve, Dec) be a public- key encrypt
ur scheme

,
and let

D- be an adversary . Define Eap+¥iA) by
←

Cpa A ☐Expt,T(A)-
§

5 b¥
I. Run (pkisk) ← HeysenC)

2. Give pk to A .
It chooses two messages no

,
m

, ,

g. p,, g.g.,, , man , any
, , y.mg, ,, ,

4. Give c to A .
It outputs I .

5 . If 5=5 output 1 , Else output 0 .

Define Adu?IA) =/ PrCE×p+¥tA)= I] - It
.



Clwseurplaintextltttacksecurihjisssiu

* No oracle for Euc ; Just
"
one shot

" for A.

↳ Bit giving an oracle actually does not change definition much .

* Deterministic Enc algorithm ⇒ can't have Sood CPA security
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Thema.in#a:URATrapborFngz.w~
RsA= Rivest

,
Shamir , Adelman

• Pick large primes p =/ q , set
N= pq .

• Pick e relatively prime to PCH) . (The order
of 74¥)

• set d=[é
' mod pea!]

2¥
*

In
-
fallg)= [ydmrdti

Use early
"

eld
"

corollary , applied to the group 74¥ .



BasicCDeteerministiclRSAPubk-keyt-ncryr.tl#
"

Textbook RSH
"

keys.eu#-Pickk-bitprimesp--q.N-pq . Pick some small e > 1

such that gcdle.tl")) =L . ( Kaw PCH)=(p- c) cq- i))

set D= [e-
' mrdpcttl]

.

MODEXP
Output pk= (Me) , sk=

(Md)
t

Ehc(pkim)-: Parse pk= (Nce) ; Assure
m c-3- µ* . Output c= [me

mod N]
.

Dec(sk : Parse sk= (Mid) . Output in = [
cdmod N]

.

T ÷÷.MOD EXP

N 211^-2048
Correctness? fed=té

'

e 2,20 . -

d 1211=2048



Questionstoltddresse

① Ok to assume me 71¥ ? ①

② Is this secure ?

③ This is deterministic. How can we randomize it?



InvertivyRS.AE?Computing''eth-rootmodN'1.e--
3 used to be common

.

e = 65537 is used now .

Inverting Ewe Cpk , m) 2--7 finding in
such that Cui most NJ = c.

* without the
" mod

"

this is easy .
( find in such that m3=c ) .



securityIntoitio~fo-RSAGiuenpk.CN
,e) and c= [memrd N] , can someone hid in ?

Hopeful thinking :

① To find in , need D= [e-
'mod PCH)]

② To find d
,
need PCN) :-( p-Dlq-D= pig

- p - q + I

③ To find PCN) , need p
and
q .

* Finding p , q
from N=pq is the

"

factoring problem
"
.



Factoriugltlsritnms (Details are optional into)

÷÷÷|**_
Naive: Try dividing ☒ = exp G.5- InCN) )

Meet - in - the-Middle

type attack

÷.*si÷÷÷÷÷:÷÷÷÷÷÷¥¥;÷::÷."

Number Field Sieve
"

Total break would be lucky exp (c- lnlluliu)))



Factoriythecards
Challenges posted by RSA Labs

÷:÷÷f÷:=
400 1993

7oÉ
2019:÷



D-d-ermins.RS/tSec-rizProbkns ( Even if factoring a hard)

① Euc (pk , 1) = 1
-

② If m < N'
↳

,
then Eve (pkim) = m3 Gas a real number)

③ Malleability : Given pk and c
= [memod N) ( but not m)

,

can compute c
'

that decrypts to 2m .

2m

i

/
D=@emdxi

±i⇒nÉ, = [ze.me model]
= [ Causemilk]



RandomizedRSACSket.ch#

During encryption , add
random padding that is removed

.

Enc (pk , n , r) = [Crime
mrdxig

F
concatenate message and

randomness , treat result as

element of2¥ .

Bleicherbacher 's
→ Malleability?, Padding Oracle
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Signing Documents
'

'd-Aoi"

¥÷÷÷÷i÷Signature :-



Signing Documents

.

. i:÷¥÷

¥e÷÷÷i÷ .
¥i÷÷÷

Signature :-



Electronic Signatures?

÷÷:÷÷÷÷m÷÷÷÷÷÷÷÷.

Signatoe :-



What about using a MAC?
"

÷÷÷i÷÷y÷÷÷÷÷÷.K -
K

Akshiiua

¥÷÷÷÷÷÷: ?

-



Digital Signatures: Syntax
Definition: A digital signature scheme with message space  consists of 
three algorithms  with the following syntax:

ℳ
Π = (KeyGen, Sign, Verify)

•  takes no input, and outputs a pair of keys . 

•  takes inputs  and  and outputs a “signature”  

•  takes inputs , , and  and outputs a bit.

KeyGen (pk, sk)
Sign sk m ∈ ℳ σ
Verify pk m ∈ ℳ σ



How to Use Digital Signatures

Eight m""7:÷:
!÷÷÷...

( Init)



Security of Digital Signatures: Definition
Definition: Let  be a digital signature scheme with message 
space  and let  be an adversary. Define

Π = (KeyGen, Sign, Verify)
ℳ $

1.  

2. Run  with input  and oracle . 

3. Eventually  outputs . 

4. If  and  was never queried to ’ then output 1. 

5. Else output 0.

(pk, sk) ← KeyGen
$ pk Sign(sk, ⋅ )

$ m, σ
Verify(pk, m, σ) = 1 m $

:Exptuf
Π($)

Finally, let .Advuf
Π($) = Pr[Exptuf

Π($) = 1]

A
←,→①←•
t

me of

Haile



Security of Digital Signatures: Idea
• Goal : Hard to horse

,
ever after seeing pk t lots of signatures

pic,
E One try at Gray ?

. . . . . in. ..

win it
•Verify (pic ,n , o)-- I
• m never queried
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Plain RSA Signatures (Insecure!)
Fix a bit-size  for RSA primes and some exponent . (e.g. , ). 
Message space .

n e > 0 n ≈ 1024 e = 65537
ℳ ⊆ {0,1}2n−1

• : Choose random -bit primes . Let , , 

and . Let , . Output  

• : Parse  as  and view  as integer in . Output 

                                                              . 

• : Parse  as  and view  as integers in . Output 1 iff 

                                                             .

KeyGen n p, q N ← pq φ(N) = (p − 1)(q − 1)
d ← [e−1 mod φ(N)] pk ← (N, e) sk ← (N, d) (pk, sk)

Sign(sk, m) sk (N, d) m ℤ*N
σ = [md mod N]

Verify(pk, m, σ) pk (N, e) m, σ ℤ*N
m = [σe mod N]

"

Textbook
"

*



Attack #1 on Plain RSA
sign Csk , .)

On input PK " Oetput m-
-

- l
,
0=1

.

→ Wins because

• Verify(pk , I , l) checks it ok@ mod N]

• m never quail .



Attack #2 on Plain RSA :

"

Malleability
"

Sign Csk , .)

QinpAp
I
.

Pick some MT , in 2 C-74¥ ,
in
, tmz , neither equal to 1 .

2 . Query in , to set of .

3. Query my to get of .

4. Set in -- ⑥ , .az mod 14)
,
o
-

-⑤ . of mod N) .

5
. Output (m, o) .

one =L I, of Finn,M
-e in

,
-I= mind N



Attack #3 on Plain RSA :

"

Backwards signing
"

wins because :

QinpAp
. No queries ,

1. Pick of 74¥ .

' fremd N) -- in by definition
!

2. Set me@ modN) .

3. Output (m , o) .



securiugRSASisnaturw.it#-ashiy
• Use a hash function Hash:{ov3*→ {0,13204%

• Key ben is unchanged

Sisn(sk ¥¥h÷:me,
1. Parse sk as (

Mid)

→ 2
.

✗ ← Hash (m) → 2- ✗ ← Hash (m)

3. o ← Cxd mod N] 3 . If ✗ =
?
( oemnl N) output

1
,

the output 0 .

4- Output 0.



securityofRSASisu.at#swithtashing

① Signature of m=I is no longer 0=1 / 241+127)

② Malleability is prevented ( Hlm) . 4- (ma) =/ Hemi - mz))

③ Backwards Signing is prevented

↳ A picks 0 ,
wants to find in such that one = Him)

. . .

⇒ Hash should he pre image
- resistant .

④ New threat :
Collisions

↳ If A finds collision mitmz , Mmi)
= Hema then a signature

on m, is
also a signature on mz .



CWosiytheltasht-unctiorforRSASBnatv.es#

Using SHA256 Lor similar) is insecure ! ( tar subtle reasons)

say N is 2048 bits long .

256

✗= Him =

" t.sk#zs-6CmTl-
°

→ An algorithm called
"

index ealwws
"

can find ④ kmod N] relatively quickly .

→ Instead use a
"

full domain hash
"

✗= Hash(m) = t.IS#HA256(1llm)hSAA256l21lm)ll.-.llsHA2S6(tllmT-
°



The End

is


