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Electronic Signatures?




What about usmg a MAC?




Digital Signatures: Syntax

Definition: A digital signature scheme with message space 4 consists of
three algorithms I1 = (KeyGen, Sign, Verity) with the following syntax:

o Key(Gen takes no input, and outputs a pair of keys (pk, sk).
e Sign takes inputs sk and m € ./ and outputs a “signature” ¢

o Verity takes inputs pk, m € L, and 6 and outputs a bit.



How to Use Digital Signatures




Security of Digital Signatures: Definition

Definition: Let II = (KeyGen, Sign, Verity) be a digital signature scheme with message

space 4 and let &/ be an adversary. Define

Expt}j(2/): i

1. (pk, sk) < KeyGen J@«' n

2. Run & with input pk and oracle Sign(sk, - ). Lé e = ‘)
W O

3. Eventually & outputs m, o

4. If Verity(pk, m, o) = 1 and m was never queried to &/ then output 1.
derae (.-(_,
5. Else output O.

Finally, let Advi (/) = Pr[Expti(<f) = 1].

e
U/




Security of Digital Signatures: Idea
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Plain RSA Signatures (Insecure!)

Ay
Fix a bit-size n for RSA primes and some exponent e > 9. (e.g.n ~ 1024, e = 65537).

Message space A C {0,1}°" 1.

e KeyGen: Choose random n-bit primes p, g. Let N < pqg, p(N) = (p — 1)(g — 1),
and d < [e~! mod @(N)]. Let pk < (N, e), sk < (N, d). Output (pk, sk)

e Sign(sk, m): Parse sk as (IV, d) and view m as integer in Z ;’\j Output

o = [m? mod NJ.

o Verity(pk, m, o). Parse pk as (N, e) and view m, ¢ as integers in Z ;’\j Output 1 iff

m = [c° mod N].



Attack #1 on Plain RSA
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