
CMSC 38400: Cryptography, Winter 2019

Lectures: Tuesdays and Thursdays, 2:00-3:20pm in Ryseron 276 (Annex)

Instructor: David Cash, davidcash@uchicago.edu

Office hours: Wednesdays 10:00-11:00am in Crerar 353

Required textbooks:

• Katz and Lindell, Introduction to Modern Cryptography, 2nd Edition (http://www.cs.umd.
edu/~jkatz/imc.html)

• (Free) Boneh and Shoup, A Graduate Course in Applied Cryptography by Dan Boneh and
Victor Shoup (https://crypto.stanford.edu/~dabo/cryptobook/)

Course description: Cryptography is the use of algorithms to protect information from adver-
saries. Though its origins are ancient, cryptography now underlies everyday technologies including
the Internet, wifi, cell phones, payment systems, and more. This course is an introduction to the de-
sign and analysis of cryptography, including how ”security” is defined, how practical cryptographic
algorithms work, and how to exploit flaws in cryptography. The course will cover algorithms for
symmetric-key and public-key encryption, authentication, digital signatures, hash functions, and
other primitives.

Prerequisites: Students should be comfortable with algorithms analysis (including asymptotic
runtime analysis and concepts like polynomial time), discrete probability (distributions, random
variables, independence, etc), and complexity theory (in particular, reductions). Basic competence
in mathematical proof writing will be assumed.

The lectures will cover basic group theory and number theory as needed, and will not assume
prior knowledge of those topics beyond some familiarity with modular arithmetic.

No prior knowledge of computer security or cryptography is assumed.

Course topics: Chapters 1-12 (except 7) of Katz and Lindell, with additional related material
from Boneh and Shoup.

Grades: Course grades will be a weighted average of problem sets (70%), final exam (20%), and
discussion-final (10%).

Assignments: Weekly problem sets will be assigned on Thursdays. Solutions will be due the
following Thursdays. You may collaborate on the assignments but you must write your solutions
on your own. If you collaborate, list your collaborators on your submission.

Exam: The final exam will consist of two parts: A written final exam during the university-
scheduled time, and a 20-30 minute one-on-one oral “discussion” exam during finals week. The
discussion exam will be a brief interview with high-level questions to gauge your intuitive under-
standing of the material covered.
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